
www.whiteblacklegal.co.in 

Volume 3 Issue 6 | April 2026         ISSN: 2581-8503 

Page | 1   

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 6 | April 2026         ISSN: 2581-8503 

Page | 1803   

 

 

 

 

DISCLAIMER 

 

No part of this publication may be reproduced, stored, transmitted, translated, or distributed in 

any form or by any means—whether electronic, mechanical, photocopying, recording, 

scanning, or otherwise—without the prior written permission of the Editor-in-Chief of White 

Black Legal – The Law Journal. 

 

All copyrights in the articles published in this journal vest with White Black Legal – The Law 

Journal, unless otherwise expressly stated. Authors are solely responsible for the originality, 

authenticity, accuracy, and legality of the content submitted and published. 

 

The views, opinions, interpretations, and conclusions expressed in the articles are exclusively 

those of the respective authors. They do not represent or reflect the views of the Editorial Board, 

Editors, Reviewers, Advisors, Publisher, or Management of White Black Legal. 

 

While reasonable efforts are made to ensure academic quality and accuracy through editorial 

and peer-review processes, White Black Legal makes no representations or warranties, express 

or implied, regarding the completeness, accuracy, reliability, or suitability of the content 

published. The journal shall not be liable for any errors, omissions, inaccuracies, or 

consequences arising from the use, interpretation, or reliance upon the information contained 

in this publication. 

 

The content published in this journal is intended solely for academic and informational 

purposes and shall not be construed as legal advice, professional advice, or legal opinion. White 

Black Legal expressly disclaims all liability for any loss, damage, claim, or legal consequence 

arising directly or indirectly from the use of any material published herein. 

 

 

 

 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 6 | April 2026         ISSN: 2581-8503 

Page | 1804   

 

 

 

 

 

 

 

 

ABOUT WHITE BLACK LEGAL 

 

White Black Legal – The Law Journal is an open-access, peer-reviewed, and refereed legal 

journal established to provide a scholarly platform for the examination and discussion of 

contemporary legal issues. The journal is dedicated to encouraging rigorous legal research, 

critical analysis, and informed academic discourse across diverse fields of law. 

 

The journal invites contributions from law students, researchers, academicians, legal 

practitioners, and policy scholars. By facilitating engagement between emerging scholars and 

experienced legal professionals, White Black Legal seeks to bridge theoretical legal research 

with practical, institutional, and societal perspectives. 

 

In a rapidly evolving social, economic, and technological environment, the journal endeavours 

to examine the changing role of law and its impact on governance, justice systems, and society. 

White Black Legal remains committed to academic integrity, ethical research practices, and the 

dissemination of accessible legal scholarship to a global readership. 

 

 

 

 

 

 

 

 

 

 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 6 | April 2026         ISSN: 2581-8503 

Page | 1805   
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The aim of White Black Legal – The Law Journal is to promote excellence in legal research 

and to provide a credible academic forum for the analysis, discussion, and advancement of 

contemporary legal issues. The journal encourages original, analytical, and well-researched 

contributions that add substantive value to legal scholarship. 

 

The journal publishes scholarly works examining doctrinal, theoretical, empirical, and 

interdisciplinary perspectives of law. Submissions are welcomed from academicians, legal 

professionals, researchers, scholars, and students who demonstrate intellectual rigour, 

analytical clarity, and relevance to current legal and policy developments. 
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 Criminal Law and Criminal Justice 

 Corporate, Commercial, and Business Laws 

 Intellectual Property and Technology Law 

 International Law and Human Rights 

 Environmental and Sustainable Development Law 

 Cyber Law, Artificial Intelligence, and Emerging Technologies 

 Family Law, Labour Law, and Social Justice Studies 
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levels. All submissions are subject to a rigorous double-blind peer-review process to ensure 

academic quality, originality, and relevance. 

 

Through its publications, White Black Legal – The Law Journal seeks to foster critical legal 

thinking and contribute to the development of law as an instrument of justice, governance, and 

social progress, while expressly disclaiming responsibility for the application or misuse of 

published content. 
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Chapter I 

Introduction 

Cyberstalking refers to repeated, unwanted online behaviour intended to harass, threaten, or 

monitor a person. It involves the misuse of digital tools such as emails, social media, messaging 

apps, and fake accounts. It is distinguished by persistence and intrusion into a person’s online 

and offline privacy. Offenders often use anonymity to avoid detection and continue harassment. 

Victims experience fear, emotional distress, and psychological pressure. Cyberstalking may 

accompany offline stalking or escalate into physical harm. Indian law recognizes it as a 

punishable offence under specific provisions. Cyberstalking is borderless and can occur from 

anywhere in the world. It is continuous, repeated, and often intensifies over time. Offenders 

hide behind anonymity using fake profiles, VPNs, and digital masking tools. Victims may face 

emotional, mental, financial, and reputational harm. It often targets women, teenagers, and 

socially active individuals online. The behaviour includes monitoring, unwanted 

communication, threats, and impersonation. It differs from traditional stalking due to speed, 

ease, and technological sophistication. Common forms include online harassment, repeated 

messaging, cyberbullying, and sending obscene content. Techniques involve impersonation, 

fake profiles, hacking, doxxing, and location tracking. Offenders may use malicious software 

to access personal data. Social media stalking through comments, likes, and monitoring stories 

is widely reported. Email spoofing and anonymous messaging apps enable hidden harassment. 

Cyberstalkers often threaten victims to extort money or obtain favours. Technology allows 

offenders to maintain long-term control over victims. Cybercrime refers to all offences 

committed using computers, networks, or digital devices. Cyberstalking is a subset of 

cybercrime involving persistent digital harassment. It requires understanding of both 

technological mechanisms and legal frameworks. Awareness begins with studying online 

behaviour patterns and digital vulnerabilities. I increased internet traffic and social media usage 

create fertile grounds for cyber offences. Law enforcement must combine technical skills with 

legal knowledge. Starting point includes examining both digital evidence and victim 

experiences. Cyberstalking gained visibility in India after widespread social media adoption in 
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the 2010s. Initially, there was no specific law to address it, causing enforcement challenges. 

After the Nirbhaya case, IPC Section 354D was introduced in 2013 to criminalize stalking. 

Amendments to the IT Act strengthened protection against online harassment. Increased 

women’s access to digital platforms brought more cases to light. Awareness in educational 

institutions and workplaces expanded reporting. Courts now regularly hear cyberstalking 

matters, reflecting increased judicial recognition. Cyberstalking legally means repeated online 

communication intended to harass, monitor, or threaten a person. IPC Section 354D defines 

stalking, including monitoring a woman’s online activities. The IT Act covers obscene content, 

privacy violations, and misuse of personal data. Legal definitions focus on intent, repetition, 

and victim distress. It is recognized as a gender-sensitive offence under criminal law. Legal 

meaning varies based on circumstances and digital behaviour of the offender. Courts interpret 

it through case laws and statutory provisions. Cyberstalking is increasing due to widespread 

internet access and smartphone use. Digital interactions make people vulnerable to online abuse 

and misuse of information. Understanding cyberstalking helps create awareness, safety, and 

preventive strategies. It highlights gaps in law enforcement and need for technological 

expertise. The study supports policymaking and judicial reforms. It promotes safer digital 

spaces, especially for women and young users. Research helps victims understand remedies and 

protection mechanisms. India enforces cyber laws primarily through the IT Act, 2000 and the 

IPC. The IT Act regulates online behaviour, electronic records, and cyber offences. IPC 

provisions address harassment, intimidation, privacy invasion, and obscenity. Cyber laws 

guide police investigation and court prosecution in digital crimes. Multiple laws work together 

to cover different aspects of cyberstalking. Amendments in 2008 and 2013 strengthened digital 

safety. The legal framework continues to evolve with technological change. IPC Section 354D 

criminalizes stalking, including monitoring women’s online activities. Section 354A addresses 

sexual harassment using digital means. Section 509 punishes insults to a woman’s modesty. 

Section 507 deals with anonymous intimidation. IT Act Section 66E punishes violation of 

privacy. Sections 67 & 67A punish publishing obscene or sexually explicit material online. 

Together, these sections provide legal remedies against cyberstalking. 

 

Objectives of the Study 

1. To examine the concept and nature of cyberstalking in India, including its forms, 

methods, and impact on victims. 

2. To analyse the existing legal framework in India, particularly the Information 

Technology Act, 2000 and Bharatiya Nyaya Sanhita, 2023, in addressing cyberstalking. 
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3. To study judicial decisions and interpretations related to cyberstalking and assess their 

effectiveness in delivering justice. 

4. To identify the challenges faced by victims in reporting cyberstalking and accessing 

legal remedies. 

5. To evaluate the role of law enforcement agencies in preventing and controlling 

cyberstalking offences. 

6. To suggest reforms and policy recommendations for strengthening laws and improving 

victim protection mechanisms in India. 

 

Hypothesis 

“The existing legal framework in India, including the Information Technology Act, 2000 and 

Bharatiya Nyaya Sanhita, 2023, is inadequate to effectively address the evolving nature of 

cyberstalking, resulting in inconsistent judicial outcomes and insufficient protection for 

victims.” 

 

Research Methodology 

The study follows a doctrinal research method: It relies on statutory analysis of IPC and IT 

Act. Judicial decisions are examined to understand interpretation. 

Secondary sources include books, articles, and online materials. Qualitative analysis is used to 

study case laws and legal gaps. Data is collected from government websites and cyber law 

reports. No empirical surveys or primary interviews are included. 

 

Need for the study 

The study of cyberstalking in India has become increasingly important due to the rapid growth 

of digital technology, social media usage, and online communication. The following points 

explain the need and significance of such a study in a clear and structured way (suitable for 

your research project). 

 

Scope of the Study 

The study focuses on cyberstalking incidents within India. It examines both legal and social 

aspects of digital harassment. Emphasis is placed on statutory provisions and judicial decisions. 

The study analyses enforcement challenges faced by police and courts. It covers victim 

experiences, technological barriers, and legal interpretation. The study does not include 

unrelated cybercrimes like hacking or phishing. It aims to provide comprehensive 
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understanding of cyberstalking issues. The scope of this study on cyberstalking in India is broad 

and multidimensional, as it seeks to examine the issue from legal, social, technological, and 

institutional perspectives. The study primarily focuses on understanding the nature, extent, and 

impact of cyberstalking within the Indian context, especially in light of the rapid expansion of 

internet usage and digital communication platforms. It includes an analysis of various forms of 

cyberstalking such as online harassment, identity theft, monitoring of online activities, 

impersonation, and repeated unwanted communication through emails, social media, and 

messaging applications. The study also explores the profile and behavior of offenders as well 

as the characteristics and vulnerabilities of victims, with special emphasis on women and 

children who are disproportionately affected. 

Further, the scope extends to a detailed examination of the legal framework governing 

cyberstalking in India, including relevant provisions under the Indian Penal Code, the 

Information Technology Act, 2000, and other allied laws. It evaluates the effectiveness of these 

laws in addressing cyberstalking incidents and identifies gaps in their implementation. Judicial 

responses and important case laws are also considered to understand how courts interpret and 

deal with cyberstalking offences. In addition, the study covers the role of law enforcement 

agencies, including cybercrime cells and women protection units, in handling complaints and 

conducting investigations. 

The study also includes an analysis of technological aspects such as digital evidence, cyber 

forensics, and challenges in identifying anonymous offenders. It examines the role of 

intermediaries like social media platforms and internet service providers in preventing and 

responding to cyberstalking incidents. The research further explores government initiatives, 

awareness programs, and digital literacy campaigns aimed at enhancing online safety. Another 

important dimension within the scope is the assessment of institutional capacity, including the 

availability of trained personnel, infrastructure, and coordination among different stakeholders. 

 

Research Questions 

1. What constitutes cyberstalking under Indian law? 

2. Are current IPC and IT Act provisions adequate? 

3. How have Indian courts interpreted cyberstalking cases? 

4. What technological challenges affect investigation? 

5. What impact does cyberstalking have on victims? 

6. How can enforcement agencies improve response? 

7. What reforms are needed to strengthen digital safety? 
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Limitations of the Study 

1. The study is limited to Indian legal framework and cases. 

2. Lack of official statistics restricts analysis of actual cyberstalking prevalence. 

3. Many victims do not report offences, affecting data accuracy. 

4. Rapid technological changes make conclusions time-bound. 

5. International cyberstalking laws are not extensively covered. 

6. Field surveys and interviews are not included in this project. 

7. Analysis relies on available secondary sources and judgments. 

 

Chapter II 

Cyberstalking: Nature, Evolution and criminological Aspect Profile of Cyber stalkers 

Cyberstalkers do not belong to a single identifiable group but often share certain behavioral 

traits. They may include ex-partners seeking revenge, strangers with obsessive tendencies, or 

individuals with psychological issues such as narcissism or control-oriented behavior. Many 

cyberstalkers are technologically literate and exploit digital anonymity to avoid detection. 

Some may appear socially normal but engage in stalking due to rejection, jealousy, or a desire 

for power. In certain cases, cyberstalkers may also be acquaintances or even colleagues of the 

victim. The profile of cyberstalkers is diverse and complex, as individuals involved in such 

activities do not belong to a single identifiable category. Cyberstalkers can vary widely in terms 

of age, gender, socio-economic background, education, and occupation. However, certain 

common patterns and characteristics can be identified through criminological and behavioral 

studies. In many cases, cyberstalkers are individuals who have some form of prior connection 

with the victim, such as former partners, acquaintances, colleagues, or even rejected admirers. 

This prior relationship often acts as a motivating factor, leading to behaviors driven by 

obsession, jealousy, revenge, or emotional dependency. At the same time, there are also 

instances where cyberstalkers are complete strangers who target victims randomly, often 

selecting them based on their online presence, visibility, or vulnerability. A significant 

characteristic of cyberstalkers is their reliance on anonymity provided by digital platforms. The 

ability to hide behind fake profiles, pseudonyms, or encrypted communication channels gives 

them a sense of security and reduces the fear of being identified or punished. This anonymity 

often emboldens individuals to engage in behavior that they might not exhibit in face-to-face 

interactions. Many cyberstalkers possess a moderate to high level of technological knowledge, 

which enables them to track online activities, hack accounts, manipulate digital content, or use 
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multiple platforms to harass victims. However, it is important to note that not all cyberstalkers 

are highly skilled; some rely on basic digital tools and tactics, such as repeated messaging, 

monitoring social media updates, or creating fake accounts. From a psychological perspective, 

cyberstalkers often exhibit traits such as obsession, possessiveness, low self- esteem, lack of 

empathy, and a desire for control or dominance. Some individuals may engage in cyberstalking 

as a way to maintain a sense of connection with the victim, especially after the end of a 

relationship, while others may do so out of anger, frustration, or a need for revenge. In certain 

cases, cyberstalking behavior may be linked to deeper psychological issues, including 

personality disorders or social isolation. The lack of immediate consequences in the online 

environment further reinforces such behavior, as perpetrators may not fully comprehend the 

emotional and psychological harm caused to the victim. 

 

Victimology: Who Becomes a Target? 

Victims of cyberstalking can belong to any age group, gender, or profession, but certain groups 

are more vulnerable. Women, especially young women active on social media, are the most 

common targets. Teenagers, due to their high online presence and lack of awareness, are also 

at risk. Public figures, influencers, and celebrities often face persistent stalking due to their 

visibility. Additionally, individuals who share personal information online or engage with 

unknown users are more likely to become targets. 

 

Motivations Behind Cyberstalking 

Cyberstalking is driven by a variety of motivations. These include revenge (especially after 

relationship breakups), obsession or infatuation, desire for control and dominance, sexual 

harassment, and entertainment or trolling. In some cases, cyberstalkers act out of boredom or 

peer pressure, while others may be motivated by ideological or political reasons. Psychological 

factors such as loneliness, insecurity, and lack of social skills also contribute to such behavior. 

The motivations behind cyberstalking are varied, complex, and often rooted in psychological, 

emotional, and social factors. Unlike traditional crimes that may be driven purely by financial 

gain or physical dominance, cyberstalking is frequently motivated by a combination of personal 

emotions, behavioral tendencies, and the unique characteristics of the online environment. One 

of the most common motivations is obsession or emotional fixation, where the perpetrator 

develops an unhealthy attachment to the victim. This is often seen in cases involving former 

partners, acquaintances, or even strangers whom the stalker has encountered online. The stalker 

may believe they are entitled to the victim’s attention or affection, leading to persistent attempts 
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to communicate, monitor, or control the victim’s online presence. Another major motivation is 

revenge or retaliation, particularly in situations involving broken relationships, rejection, or 

perceived insult. In such cases, the cyberstalker uses digital platforms to harass, defame, 

threaten, or embarrass the victim as a means of expressing anger or seeking retribution. The 

anonymity of the internet makes it easier for individuals to act on these emotions without 

immediate fear of consequences. Similarly, jealousy and possessiveness can drive individuals to 

engage in cyberstalking, especially when they feel threatened by the victim’s relationships or 

social interactions. This often leads to intrusive behaviors such as monitoring social media 

accounts, accessing private information, or interfering with the victim’s personal life. A 

significant motivation behind cyberstalking is the desire for control and power. Some 

perpetrators derive satisfaction from dominating or manipulating their victims, using 

technology as a tool to intimidate and instill fear. 

This is particularly evident in cases where the stalker repeatedly sends threatening messages, 

tracks the victim’s activities, or attempts to isolate them socially. The sense of power is 

amplified by the ability to remain anonymous, which reduces accountability and emboldens the 

offender. In certain instances, cyberstalking may also be linked to sexual motives, where the 

perpetrator engages in harassment, sends explicit content, or attempts to exploit the victim for 

sexual gratification or blackmail. 

 

Criminological Theories Applied to Cyberstalking 

Several criminological theories help explain cyberstalking behavior. The Routine Activity 

Theory suggests that cyberstalking occurs when a motivated offender, a suitable target, and 

lack of effective guardianship (like weak cybersecurity) coincide. Social Learning Theory 

explains how individuals may learn such behavior by observing others online. The General 

Strain Theory links cyberstalking to frustration or stress, which leads individuals to commit 

deviant acts. Additionally, the Online Disinhibition Effect explains how anonymity on the 

internet encourages individuals to behave in ways they would not in real life. Routine Activity 

Theory provides one of the most widely accepted explanations for cyberstalking in 

contemporary society. According to this theory, criminal activity occurs when a motivated 

offender encounters a suitable target in the absence of effective guardianship. In cyberspace, 

these three elements are almost always present. The internet offers offenders easy and constant 

access to potential victims, and individuals often expose personal information publicly, making 

themselves accessible targets. Weak privacy settings, delayed law enforcement response, and 
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the anonymity of the digital world reduce the presence of guardianship. Consequently, 

offenders find abundant opportunities to engage in cyberstalking with minimal risk of detection 

or punishment. The virtual space becomes fertile ground for misuse, and the absence of physical 

barriers removes traditional obstacles that might otherwise prevent crime. Social Learning 

Theory further explains how cyberstalking behaviour can be acquired and sustained. This 

theory argues that individuals learn criminal behaviour through observation, imitation and 

reinforcement. Online spaces host numerous forums, groups and communities where abusive 

behaviour is normalised, including misogynistic pages, trolling communities or peer groups 

that encourage harassment. Cyberstalkers may learn techniques from others, observe how 

offenders hide their identity, and acquire new methods for monitoring or threatening victims. 

When such harmful behaviour goes unpunished, offenders interpret this as reinforcement, 

encouraging them to escalate their actions. Therefore, the digital environment not only 

provides opportunity but also acts as a platform where deviant behaviour can be learned and 

socially supported. General Strain Theory offers a psychological perspective by suggesting that 

individuals turn to deviant behaviour when they experience emotional strain or stress. In the 

context of cyberstalking, offenders may be driven by feelings of rejection, jealousy, 

humiliation, relationship breakdowns or personal failure. These negative emotions generate 

frustration and anger, leading the individual to seek outlets for retaliation or emotional release. 

The internet, with its perceived safety and anonymity, becomes a convenient channel for 

expressing these frustrations. Cyberstalking thus becomes a reaction to emotional strain, 

allowing offenders to exert control, seek revenge or maintain a psychological connection with 

the victim. Control Theory adds another layer of understanding by arguing that individuals 

commit crimes when their bonds to society are weak. Offenders who lack strong family ties, 

stable relationships, involvement in positive activities or belief in social norms are more likely 

to engage in deviant behaviour. Cyberstalkers often display characteristics such as isolation, 

lack of self-discipline and weak social integration. The anonymity of the online environment 

further reduces the need for self-control and removes inhibitions, making it easier for 

individuals to harass or threaten others. Without internal or external restraints, offenders feel 

free to misuse technology for their deviant purposes. Psychological and personality-based 

theories also provide significant insights into cyberstalking behaviour. Many cyberstalkers 

exhibit obsessive tendencies, controlling behaviour, narcissism or emotional instability. A 

desire for dominance, lack of empathy, and an obsessive need to monitor or control the victim 

can drive sustained harassment. For some offenders, cyberstalking satisfies a psychological 

need for power or serves as a means to cope with insecurity or past trauma. The absence of 
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face-to-face interaction reduces empathy and guilt, enabling offenders to prolong the 

harassment without fully understanding the harm being caused. The digital space allows such 

individuals to construct alternate identities, enhancing their sense of control and emboldening 

their behaviour. 

 

Role of Social Media in Increasing Cyberstalking 

Social media platforms have significantly contributed to the rise of cyberstalking. Features like 

location sharing, public profiles, and real-time updates make it easier for stalkers to track 

victims. Platforms such as Instagram, Facebook, and messaging apps enable continuous 

interaction, often without strict identity verification. The culture of oversharing personal details 

further increases vulnerability. While social media has benefits, its misuse has created new 

avenues for harassment and stalking. Social media plays a central and multifaceted role in the 

phenomenon of cyberstalking, acting both as a facilitator of the offence and as a potential tool 

for prevention and redressal. With the rapid expansion of platforms such as Facebook, 

Instagram, X (formerly Twitter), WhatsApp, and Snapchat, individuals increasingly share 

personal information, images, locations, and daily activities online. While this enhances 

communication and connectivity, it also creates opportunities for misuse. Cyberstalkers often 

exploit the openness of social media to gather detailed information about their targets, including 

personal relationships, routines, interests, and contact details. This easy accessibility of 

information significantly lowers the effort required to monitor, track, and harass victims, 

making social media a primary medium for cyberstalking activities. One of the most significant 

roles of social media in cyberstalking is enabling continuous and persistent contact. Unlike 

traditional forms of stalking, social media allows perpetrators to reach victims instantly and 

repeatedly through messages, comments, tags, and posts. Even when victims attempt to block 

the offender, stalkers can create new or fake accounts to continue harassment. This persistence 

often leads to psychological distress, fear, and a sense of helplessness among victims. 

Additionally, features such as “seen” notifications, online status indicators, and activity updates 

further allow stalkers to monitor the victim’s presence and behavior in real time. Another 

important aspect is the role of anonymity and fake identities. Social media platforms often allow 

users to create accounts with minimal verification, which cyberstalkers exploit to hide their real 

identity. This anonymity reduces the risk of immediate detection and encourages more 

aggressive and intrusive behavior. Perpetrators may use multiple accounts, impersonate others, 

or create entirely false personas to gain the victim’s trust or to continue harassment after being 
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blocked. This makes it difficult for law enforcement agencies to trace the offender and collect 

reliable evidence. Social media also contributes to cyberstalking through features that enable 

content sharing and amplification. Cyberstalkers may post defamatory content, spread rumors, 

share private images without consent, or publicly shame the victim. The viral nature of social 

media can amplify such harm, causing widespread reputational damage and emotional trauma. 

In some cases, cyberstalking overlaps with cyberbullying and online harassment, where 

multiple users participate in targeting a single individual. Group-based harassment or “trolling” 

further intensifies the impact and makes it more challenging to control. At the same time, 

social media platforms play a crucial role in reporting and preventing cyberstalking. Most 

platforms provide tools that allow users to block offenders, report abusive content, and restrict 

access to personal information. Advanced technologies such as artificial intelligence and 

machine learning are increasingly being used to detect harmful behavior, remove inappropriate 

content, and flag suspicious accounts. Some platforms also offer safety features like privacy 

controls, restricted mode, and comment filtering, which help users manage their online 

interactions more effectively. However, despite these measures, there are significant limitations 

in the response of social media platforms. Complaints are often processed slowly, and victims 

may not receive timely assistance. There is also a lack of transparency in how platforms handle 

reports and moderate content. In some cases, harmful content may remain online for extended 

periods, continuing to affect the victim. Furthermore, the global nature of social media creates 

jurisdictional challenges, as platforms operate across different countries with varying legal 

standards, making enforcement more complicated. 

 

Online Harassment vs Cyberstalking 

Online harassment and cyberstalking are related but distinct concepts. Online harassment refers 

to abusive or offensive behavior that may be isolated or short-term, such as trolling or hate 

comments. Cyberstalking, on the other hand, involves repeated, persistent, and targeted 

behavior aimed at a specific individual, often causing fear or psychological distress. 

Cyberstalking is more severe as it involves a pattern of conduct and may include threats, 

surveillance, and intimidation. Online harassment is a broad term used to describe a wide range 

of aggressive behaviours perpetrated through digital means. It includes abusive messages, 

insults, defamation, trolling, hate speech, spreading rumours, offensive comments, character 

assassination and other forms of hostile interactions carried out through social media, 

messaging platforms, emails or public forums. The primary feature of online harassment is its 

generalised and often impulsive nature. It may occur in a single instance or sporadically and can 
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be targeted at individuals or groups. The offender does not necessarily have a personal 

connection to the victim, and the intent may vary widely—from causing annoyance to 

expressing anger or engaging in offensive humour. Online harassment often occurs in public 

spaces on the internet, where the offender seeks attention or validation from an audience. The 

visibility of the attack can intensify the humiliation experienced by the victim, as it publicly 

damages reputation and undermines social standing. Cyberstalking, on the other hand, is a 

more serious and persistent form of online abuse that involves repeated, targeted and intentional 

monitoring or harassment of an individual over a prolonged period. It is characterised by 

obsessive behaviour, emotional fixation and continued attempts to exert control, intimidation 

or psychological dominance over the victim. Cyberstalking goes beyond mere abusive 

communication and often includes tracking a person’s online activities, collecting personal 

information, hacking accounts, impersonation, threats, blackmail or using spyware to monitor 

the victim’s movements. The behaviour is usually private, targeted and continuous, and is often 

motivated by personal anger, jealousy, revenge, rejection or an obsessive desire for attention. 

Unlike online harassment, cyberstalking creates a climate of fear, emotional distress and 

insecurity by intruding into the victim’s personal life and constantly monitoring or interfering 

with their digital presence. The difference between online harassment and cyberstalking also 

lies in the psychological and emotional impact on the victim. Online harassment may cause 

humiliation, anger, frustration or distress, but its effects are usually temporary unless the 

harassment becomes continuous. Cyberstalking, however, produces sustained psychological 

trauma because the victim feels watched, controlled and unsafe. The constant fear of being 

monitored or contacted transforms normal digital activities into sources of anxiety. Victims of 

cyberstalking often experience sleep disturbances, depression, panic attacks and social 

withdrawal. The emotional harm is intensified by the unpredictability and persistence of the 

offender, who may track the victim across multiple platforms or even escalate the harassment 

into physical stalking. Legally, jurisdictions across the world treat online harassment and 

cyberstalking differently due to their severity. Online harassment is often recognised as a form 

of cyberbullying or digital abuse and may be addressed through laws relating to defamation, 

insult, obscenity, hate speech, or electronic communication regulations. Cyberstalking, 

however, is treated as a criminal offence because of its repetitive nature, fear-inducing 

behaviour and potential threat to life and safety. Many countries have enacted specific laws to 

deal with cyberstalking, recognising it as an extension of traditional stalking empowered by 

technology. The Indian legal system, for example, distinguishes between general online abuse 

under the Information Technology Act and more serious stalking- related behaviour under the 
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Indian Penal Code or the Bharatiya Nyaya Sanhita (BNS), which criminalises persistent 

harassment that threatens safety or privacy. The intention and pattern of behaviour are therefore 

crucial in determining whether the act constitutes simple online harassment or escalates to 

cyberstalking. Another major distinction lies in the behavioural motivations of offenders. 

Online harassment is often impulsive and situational, arising from anger, differences of 

opinion, or prejudiced beliefs. It may be triggered by online arguments, political 

disagreements, personal conflicts or discriminatory attitudes. Cyberstalking, in contrast, is 

deliberate, strategic and goal- oriented. Offenders carefully plan their actions, monitor the 

victim systematically and may use sophisticated tools to avoid detection. The behaviour reflects 

deep-seated issues such as obsession, control desires, low self-esteem, emotional dependency or 

the need for revenge. Cyberstalking is therefore seen as a more psychologically driven and 

persistent form of digital deviance. Despite their differences, online harassment and 

cyberstalking share some common features. Both exploit the anonymity and convenience of 

digital platforms, allowing offenders to hide their identity, use fake accounts and reach victims 

at any time and from any location. They both challenge traditional notions of privacy and 

personal safety, as digital interactions blur the boundaries between public and private spaces. 

In many cases, online harassment can evolve into cyberstalking if the offender begins to obsess 

over the victim or repeatedly engages in threatening behaviour. The internet facilitates this 

escalation by offering endless tools for monitoring, communicating and gathering personal 

data, making it easier for an offender to cross the threshold from general hostility to targeted 

obsession. In conclusion, online harassment and cyberstalking are two distinct yet 

interconnected forms of harmful digital behaviour. While online harassment is broader, 

impulsive and often public, cyberstalking is targeted, persistent and deeply invasive. The 

distinction between the two lies in the nature, intent, duration and impact of the misconduct. 

Online harassment may be limited to abusive communication, whereas cyberstalking involves 

systematic monitoring and repeated attempts to intimidate or control the victim. Understanding 

these differences is essential for developing effective laws, prevention strategies and support 

mechanisms for victims. As digital technology continues to evolve, society must remain 

vigilant against both forms of online abuse and work toward creating safer, more respectful 

online environments. 

 

Impact of Cyberstalking on Victims 

The impact of cyberstalking on victims is severe and long-lasting. Victims often experience 
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anxiety, depression, fear, and emotional distress. It may also affect their personal relationships, 

work performance, and social life. In extreme cases, victims may suffer from post-traumatic 

stress disorder (PTSD) or contemplate self-harm. The constant invasion of privacy and fear of 

being watched can lead to a loss of sense of safety and control over one’s life. Cyberstalking 

has a profound and far-reaching impact on victims, affecting them not only psychologically but 

also socially, emotionally, economically, and sometimes even physically. Unlike traditional 

forms of harassment, cyberstalking is persistent, invasive, and can occur at any time, making 

it extremely difficult for victims to escape its effects. The constant intrusion into one’s personal 

life through messages, threats, monitoring, or public humiliation creates a sense of fear and 

insecurity that can significantly disrupt daily living. The impact is often long-lasting and may 

continue even after the stalking behavior has ceased, highlighting the seriousness of this digital 

offence. One of the most significant impacts of cyberstalking is on the mental and 

psychological well-being of victims. Individuals who are subjected to continuous online 

harassment often experience anxiety, stress, depression, and emotional trauma. The fear of 

being constantly watched or targeted can lead to paranoia and a feeling of loss of control over 

one’s own life. Victims may develop sleep disturbances, panic attacks, and in severe cases, 

symptoms similar to post-traumatic stress disorder (PTSD). The uncertainty regarding the 

identity of the stalker, especially when anonymity is involved, further intensifies the 

psychological distress. Victims may also experience a sense of helplessness and isolation, 

believing that they have no effective means of stopping the harassment. Cyberstalking also has 

a serious impact on the emotional health of victims. It can lead to feelings of humiliation, 

shame, anger, and frustration, particularly when private information or images are misused or 

shared publicly. Victims may blame themselves for the situation, especially if the stalking 

involves content that was originally shared in a private context. This emotional burden can 

damage self-esteem and confidence, making it difficult for individuals to engage in social 

interactions or maintain relationships. The fear of judgment or misunderstanding from others 

often prevents victims from seeking help or reporting the incident. The social impact of 

cyberstalking is equally significant. Victims may withdraw from social media platforms, limit 

their online presence, or completely isolate themselves from digital communication to avoid 

further harassment. This withdrawal can affect their personal relationships, professional 

networking, and overall social life. In cases where defamatory content or false information is 

spread online, victims may suffer reputational damage, which can affect their standing in society, 

workplace, or educational institutions. The viral nature of social media can amplify such harm, 

making it difficult to restore one’s reputation even after the issue is resolved. Cyberstalking 
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can also have economic and professional consequences. Victims may face difficulties in their 

workplace due to harassment, loss of concentration, or damage to their professional reputation. 

In some cases, individuals may be forced to change jobs, relocate, or incur expenses related to 

legal proceedings, counseling, or security measures. The time and resources required to deal 

with cyberstalking can place an additional burden on victims, affecting their productivity and 

financial stability. In certain situations, cyberstalking may escalate into physical threats or 

offline stalking, posing a direct risk to the victim’s safety. The information gathered online by 

the stalker, such as location details or daily routines, can be used to track or approach the victim 

in real life. This creates a constant sense of danger and may force victims to take extreme 

precautions, such as changing their phone numbers, addresses, or daily habits. The overlap 

between online and offline stalking highlights the seriousness of cyberstalking as not merely a 

virtual issue but one with real-world consequences. 

 

Cyberstalking Against Women 

Women are disproportionately affected by cyberstalking in India. They often face threats of 

sexual violence, defamation, and character assassination. Cyberstalking against women is 

closely linked to gender-based violence and societal attitudes. Offenders may misuse personal 

photos, create fake profiles, or circulate morphed images. Legal provisions such as Section 

354D of the IPC specifically address stalking, including cyberstalking, but enforcement 

challenges remain. 

 

Cyberstalking of Children & Teenagers 

Children and teenagers are highly vulnerable to cyberstalking due to their increased online 

activity and lack of awareness about digital safety. They may unknowingly share personal 

information or interact with strangers. Cyberstalkers may groom minors for exploitation, 

leading to serious consequences such as bullying, blackmail, or sexual abuse. Parental 

supervision, digital literacy, and awareness programs are crucial to protect this group. 

 

Cyberstalking of Public Figures 

Public figures, including celebrities, influencers, and politicians, are frequent targets of 

cyberstalking due to their public visibility. They may face obsessive fans, trolls, or individuals 

seeking attention. Cyberstalking of public figures often involves threats, impersonation, and 

spreading false information. While they may have access to legal and technical resources, the 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 6 | April 2026         ISSN: 2581-8503 

Page | 1820   

constant scrutiny can significantly affect their mental well-being. Cyberstalking, on the other 

hand, is a more serious and persistent form of online abuse that involves repeated, targeted and 

intentional monitoring or harassment of an individual over a prolonged period. It is 

characterised by obsessive behaviour, emotional fixation and continued attempts to exert 

control, intimidation or psychological dominance over the victim. Cyberstalking goes beyond 

mere abusive communication and often includes tracking a person’s online activities, collecting 

personal information, hacking accounts, impersonation, threats, blackmail or using spyware to 

monitor the victim’s movements. The behaviour is usually private, targeted and continuous, 

and is often motivated by personal anger, jealousy, revenge, rejection or an obsessive desire 

for attention. Unlike online harassment, cyberstalking creates a climate of fear, emotional 

distress and insecurity by intruding into the victim’s personal life and constantly monitoring or 

interfering with their digital presence. The difference between online harassment and 

cyberstalking also lies in the psychological and emotional impact on the victim. Online 

harassment may cause humiliation, anger, frustration or distress, but its effects are usually 

temporary unless the harassment becomes continuous. Cyberstalking, however, produces 

sustained psychological trauma because the victim feels watched, controlled and unsafe. The 

constant fear of being monitored or contacted transforms normal digital activities into sources 

of anxiety. Victims of cyberstalking often experience sleep disturbances, depression, panic 

attacks and social withdrawal. The emotional harm is intensified by the unpredictability and 

persistence of the offender, who may track the victim across multiple platforms or even escalate 

the harassment into physical stalking. Legally, jurisdictions across the world treat online 

harassment and cyberstalking differently due to their severity. Online harassment is often 

recognised as a form of cyberbullying or digital abuse and may be addressed through laws 

relating to defamation, insult, obscenity, hate speech, or electronic communication regulations. 

Cyberstalking, however, is treated as a criminal offence because of its repetitive nature, fear-

inducing behaviour and potential threat to life and safety. Many countries have enacted specific 

laws to deal with cyberstalking, recognising it as an extension of traditional stalking 

empowered by technology. The Indian legal system, for example, distinguishes between 

general online abuse under the Information Technology Act and more serious stalking-related 

behaviour under the Indian Penal Code or the Bharatiya Nyaya Sanhita (BNS), which 

criminalises persistent harassment that threatens safety or privacy. The intention and pattern of 

behaviour are therefore crucial in determining whether the act constitutes simple online 

harassment or escalates to cyberstalking. Another major distinction lies in the behavioural 

motivations of offenders. Online harassment is often impulsive and situational, arising from 
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anger, differences of opinion, or prejudiced beliefs. It may be triggered by online arguments, 

political disagreements, personal conflicts or discriminatory attitudes. Cyberstalking, in 

contrast, is deliberate, strategic and goal-oriented. Offenders carefully plan their actions, 

monitor the victim systematically and may use sophisticated tools to avoid detection. The 

behaviour reflects deep-seated issues such as obsession, control desires, low self-esteem, 

emotional dependency or the need for revenge. Cyberstalking is therefore seen as a more 

psychologically driven and persistent form of digital deviance. Despite their differences, online 

harassment and cyberstalking share some common features. Both exploit the anonymity and 

convenience of digital platforms, allowing offenders to hide their identity, use fake accounts and 

reach victims at any time and from any location. They both challenge traditional notions of 

privacy and personal safety, as digital interactions blur the boundaries between public and 

private spaces. In many cases, online harassment can evolve into cyberstalking if the offender 

begins to obsess over the victim or repeatedly engages in threatening behaviour. The internet 

facilitates this escalation by offering endless tools for monitoring, communicating and 

gathering personal data, making it easier for an offender to cross the threshold from general 

hostility to targeted obsession. The distinction between the two lies in the nature, intent, 

duration and impact of the misconduct. Online harassment may be limited to abusive 

communication, whereas cyberstalking involves systematic monitoring and repeated attempts 

to intimidate or control the victim. Understanding these differences is essential for developing 

effective laws, prevention strategies and support mechanisms for victims. As digital technology 

continues to evolve, society must remain vigilant against both forms of online abuse and work 

toward creating safer, more respectful online environments. 

 

Challenges in Identifying Cyberstalkers 

Identifying cyberstalkers is a major challenge due to the anonymity provided by the internet. 

Offenders often use fake identities, multiple accounts, and encrypted communication. 

Jurisdictional issues arise when crimes involve servers or individuals located in different 

countries. Lack of technical expertise and resources within law enforcement agencies further 

complicates investigation and prosecution. Identifying cyberstalkers is one of the most 

complex and critical challenges in addressing cyberstalking, primarily due to the nature of 

the digital environment which allows offenders to operate with a high degree of anonymity and 

technical sophistication. Unlike traditional crimes where physical presence or direct evidence 

may exist, cyberstalking often takes place in virtual spaces where identities can be easily 

concealed or manipulated. Perpetrators frequently use fake profiles, pseudonyms, temporary 
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email addresses, and multiple accounts across different platforms, making it difficult to trace 

their real identity. This anonymity not only emboldens offenders but also creates significant 

obstacles for law enforcement agencies attempting to investigate such cases. One of the major 

challenges is the use of advanced technological tools and techniques by cyberstalkers to hide 

their digital footprint. Offenders may use Virtual Private Networks (VPNs), proxy servers, 

encrypted messaging applications, and the dark web to mask their IP addresses and location. 

These tools make it extremely difficult to track the origin of the communication or identify the 

actual user behind an account. In many cases, even if an IP address is traced, it may lead to a 

shared network, public Wi-Fi, or a foreign server, further complicating the identification 

process. The constantly evolving nature of technology means that investigative methods must 

also continuously adapt, which is not always feasible due to limited resources and expertise. 

Another significant issue is the cross-border nature of cyberstalking. Digital communication 

often transcends national boundaries, with perpetrators operating from different countries than 

the victims. This creates jurisdictional challenges, as law enforcement agencies must rely on 

international cooperation and mutual legal assistance treaties (MLATs) to obtain information 

from foreign service providers. The process is often time-consuming and subject to legal and 

procedural delays, which can hinder timely investigation and allow the offender to continue 

their activities. Differences in legal systems, data protection laws, and cooperation levels 

between countries further complicate the situation. The lack of proper digital evidence or its 

poor preservation is another challenge in identifying cyberstalkers. Victims may not be aware 

of the importance of preserving evidence such as screenshots, chat logs, emails, or URLs, 

leading to loss of crucial information. Even when evidence is available, ensuring its authenticity 

and admissibility in court requires adherence to strict procedures. Any lapse in the chain of 

custody or improper handling of digital evidence can weaken the case and make it difficult to 

establish the identity of the perpetrator. Additionally, cyberstalkers may delete messages, 

deactivate accounts, or use self- destructing communication features to eliminate traces of their 

activity. Another important challenge is the limited technical expertise and resources among 

law enforcement agencies. Although cybercrime cells have been established in many parts of 

India, there is still a shortage of trained personnel who possess the necessary skills to handle 

complex digital investigations. The rapid pace of technological advancement often outstrips the 

capacity of enforcement agencies to keep up, resulting in delays and inefficiencies. Inadequate 

infrastructure, lack of advanced forensic tools, and heavy caseloads further add to the difficulty 

of identifying offenders. The role of intermediaries and service providers also presents 

challenges. While social media platforms and internet service providers hold valuable data that 
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can help identify cyberstalkers, accessing this information is not always straightforward. Legal 

procedures must be followed to request user data, and platforms may have policies that limit 

data sharing to protect user privacy. Delays in responding to law enforcement requests or 

incomplete data can hinder investigations. Moreover, many platforms operate globally, and 

their servers may be located outside India, adding another layer of complexity. The behavioral 

patterns of cyberstalkers also contribute to identification challenges. Offenders often change 

their tactics frequently, switching platforms, altering usernames, or targeting victims through 

multiple channels simultaneously. This makes it difficult to establish a consistent pattern or link 

different activities to a single individual. In some cases, cyberstalking may involve multiple 

perpetrators acting together, further complicating the identification process. 

 

Use of Technology: Bots, VPNs, Fake Accounts 

Cyberstalkers use advanced technological tools to evade detection. Virtual Private Networks 

(VPNs) help conceal their IP addresses, making tracking difficult. Bots can be used to send 

automated messages or harass victims on a large scale. Fake accounts or “sock puppet” 

identities allow offenders to repeatedly target victims without revealing their true identity. 

These tools increase the complexity and scale of cyberstalking. 

 

Cyberstalking Trends in India 

Cyberstalking cases in India have seen a steady rise with increasing internet usage. Reports 

indicate higher incidence among urban populations and youth. The COVID-19 pandemic 

further accelerated digital engagement, leading to more online crimes. There is also a growing 

trend of cyberstalking through dating apps and social media platforms. Despite increased 

awareness, underreporting remains a significant issue due to stigma and fear. Cyberstalking in 

India has shown a consistent and alarming upward trend over the past decade, largely driven 

by the rapid expansion of internet access, smartphone usage, and social media engagement. 

With India being one of the largest digital populations in the world, the opportunities for 

online interaction have increased significantly, but this has also led to a parallel rise in cyber 

offences, including cyberstalking. According to recent data, overall cybercrime cases in India 

have increased substantially, with more than 86,000 cases reported in 2023 alone, reflecting a 

steady rise over previous years . Within this broader category, cyberstalking has emerged as a 

significant component, often overlapping with online harassment, cyberbullying, and digital 

abuse. One of the key trends observed is the increase in cyberstalking cases among young people 

and minors. Reports indicate that cybercrimes against children have risen sharply, with a 32% 
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increase recorded in recent years, including cases of cyberstalking and online harassment . This 

trend is closely linked to increased digital exposure due to online education, social media use, 

and gaming platforms. Children and adolescents, who are often less aware of online risks, have 

become easy targets for offenders. The growing digital presence of youth has therefore 

contributed significantly to the rising trend of cyberstalking in India. Another important trend 

is the gendered nature of cyberstalking, with women being disproportionately affected. Studies 

and reports consistently show that women face higher levels of online harassment, stalking, and 

abuse compared to men. Cyberstalking often takes the form of repeated messaging, threats, 

misuse of personal images, and character defamation. In many cases, the perpetrators are 

known to the victim, such as former partners or acquaintances, which reflects a shift from 

random targeting to relationship-based cyberstalking. Recent observations also indicate that 

technology is increasingly being used in intimate partner abuse, where offenders monitor, 

control, or harass victims using digital tools. The impact of the COVID-19 pandemic has also 

played a significant role in shaping cyberstalking trends. During the pandemic, there was a sharp 

increase in online activity due to lockdowns, remote work, and virtual social interactions. This 

led to a corresponding rise in cyberstalking incidents, particularly on social media and dating 

platforms. Reports highlight that dating apps witnessed increased usage, which also resulted in 

higher instances of online harassment and stalking, especially targeting women. This trend has 

continued even after the pandemic, indicating a long-term shift towards digital interactions and 

associated risks. 

 

Role of CERT-In, Cyber Cells & Police 

The Indian Computer Emergency Response Team (CERT-In) plays a crucial role in responding 

to cybersecurity incidents, including cyberstalking. Cyber cells established by state police 

departments handle complaints, conduct investigations, and assist victims. 

Law enforcement agencies are increasingly adopting digital forensic tools and training to tackle 

cyber crimes. However, challenges such as lack of awareness, limited resources, and procedural 

delays still hinder effective enforcement. 

 

Cyberstalking in India: Then and Now 

Cyberstalking in India has evolved significantly with the growth of the internet and digital 

technologies. In the early days (pre-2000), harassment was largely limited to emails and chat 

rooms. With the enactment of the Information Technology Act, 2000, and later amendments in 
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2008, legal recognition of cyber offences improved. Today, cyberstalking has become more 

complex and widespread due to social media platforms, smartphones, and anonymity tools. 

Unlike earlier times, where offenders were easier to trace, modern cyberstalking involves fake 

identities, encrypted communication, and cross-border crimes, making detection more difficult. 

The increase in internet penetration and digital dependency has also led to a surge in such cases, 

particularly affecting women and young users. 

 

Types of Cyberstalking 

Cyberstalking can take various forms depending on the method and intent of the offender. 

Common types include email stalking (sending repeated threatening or abusive emails), social 

media stalking (constant monitoring, messaging, or harassment through platforms), 

impersonation (creating fake profiles to defame victims), and doxxing (publishing private 

information online). Other forms include online surveillance, where the stalker tracks the 

victim’s activities, and cyber harassment through forums, gaming platforms, or messaging 

apps. Each type involves repeated, unwanted behavior that causes fear, distress, or emotional 

harm to the victim. Cyberstalking is a multifaceted form of online abuse that manifests in 

different ways depending on the offender’s intentions, technological skills and the victim’s 

vulnerabilities. As digital platforms continue to expand, cyberstalking techniques have 

evolved, becoming more sophisticated and intrusive. Understanding the various types of 

cyberstalking is essential for identifying patterns of behaviour, developing prevention 

strategies and creating effective legal responses. Although all forms of cyberstalking share a 

common element of repeated, unwanted and intrusive communication or surveillance, they 

differ in the methods used and the psychological impact they create on victims. One of the most 

common forms of cyberstalking is communication-based stalking, where the offender 

repeatedly contacts the victim through emails, messages, social media platforms or anonymous 

accounts. These communications may range from obsessive expressions of affection to 

aggressive threats, insults or emotional manipulation. The primary objective is to maintain 

constant contact with the victim, disrupt their peace and instil fear or pressure. Such offenders 

often use multiple accounts or communication channels, making it difficult for victims to block 

or avoid them. The persistence of these messages, coupled with the unpredictability of the 

offender’s behaviour, creates significant emotional distress for the victim. Another prominent 

form is surveillance-based cyberstalking, where the offender closely monitors the victim’s 

online activities, social media posts, location updates or interactions. This type of stalking often 
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involves tracking technologies such as GPS, spyware, keyloggers or account hacking. 

Offenders may attempt to access the victim’s personal files, social media accounts or emails to 

gather information, which is then used to manipulate or threaten them. Surveillance-based 

stalking is deeply invasive, as it creates the impression that the offender is constantly watching 

and controlling the victim’s digital presence. This form of cyberstalking is associated with high 

levels of fear and anxiety because it disrupts the victim’s sense of privacy and safety. A more 

aggressive form of cyberstalking is identity theft and impersonation, where the offender creates 

fake profiles or uses the victim’s identity to cause harm. This may involve posting false 

information, sharing morphed images, sending messages pretending to be the victim or using 

their identity to damage their reputation. Impersonation can severely impact the victim’s social 

relationships, professional life and emotional stability, as the offender deliberately attempts to 

isolate or humiliate them. This form of cyberstalking is often motivated by revenge, jealousy 

or a desire to socially destroy the victim. Another type of cyberstalking involves the use of 

public humiliation or distribution of sensitive content, such as doxxing, revenge porn, or the 

spread of private information. In such cases, the offender publicises the victim’s personal 

details—such as address, phone number or photographs—to expose them to further 

harassment. Revenge porn, which involves sharing intimate images without consent, is one of 

the most damaging forms of cyberstalking, as it can lead to long-lasting psychological and 

social harm. This form of stalking often aims to shame or psychologically break the victim by 

exploiting their vulnerability. Cyberstalking may also take the form of proxy stalking, where the 

offender manipulates or encourages third parties to harass the victim. This can involve sending 

the victim’s contact information to strangers, spreading false rumours or provoking others to 

attack the victim online. Proxy stalking increases the intensity of harassment because the victim 

is targeted from multiple directions, often by people they do not know. This makes the 

experience overwhelming and creates a sense of hopelessness as the victim cannot identify 

where the threat is coming from. Another emerging form of cyberstalking is technological 

manipulation, where offenders misuse advanced digital tools and smart devices to track, record 

or intrude into the victim’s life. With the rise of Internet of Things (IoT) devices, offenders may 

use smart cameras, home assistants, or connected devices to monitor or intimidate the victim. 

Such technologically driven stalking adds a new dimension to cybercrime, as it combines digital 

and physical intrusion. Whether it occurs through repeated communication, constant 

surveillance, identity misuse, public humiliation or technological intrusion, cyberstalking 

creates profound psychological, emotional and sometimes physical consequences for victims. 

Recognising these types is crucial for policymakers, law enforcement and society to develop 
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effective legal frameworks, prevention programmes and support systems. As digital 

environments continue to evolve, understanding the diverse forms of cyberstalking becomes 

increasingly important to protect individuals and ensure safer online spaces. 

 

CHAPTER – III 

Cyberlaw Framework In India 

The development of cyber laws in India is closely linked to the rapid growth of information 

technology and internet usage. Initially, India relied on traditional laws such as the Indian Penal 

Code, 1860 to address offences committed through electronic means. However, these laws were 

inadequate to tackle the unique nature of cybercrimes. To address this gap, the Information 

Technology Act, 2000 was enacted, marking a significant step in regulating electronic 

communication, e-commerce, and cyber offences. Over time, amendments and judicial 

interpretations have further shaped cyber law in India to address emerging issues such as 

cyberstalking and online harassment. The history of cyber law in India reflects the country’s 

gradual adaptation to the rapid growth of information technology and digital communication. 

In the early years, before the widespread use of the internet, India did not have any specific 

legal framework to deal with cyber-related issues. Traditional laws such as the Indian Penal 

Code, 1860, and the Indian Evidence Act, 1872 were used to address offences that had some 

connection to technology, but these laws were not designed to deal with the complexities of 

cyberspace. As a result, there was a growing realization that a specialized legal framework was 

necessary to regulate electronic transactions, ensure data security, and address emerging 

cybercrimes such as hacking, online fraud, and cyberstalking. The first significant step in the 

development of cyber law in India was influenced by international efforts, particularly the model 

law on electronic commerce adopted by the United Nations Commission on International Trade 

Law (UNCITRAL) in 1996. This model law provided a foundation for countries to develop 

their own legal systems for electronic transactions and digital communication. Recognizing the 

need to align with global standards and facilitate e- commerce, India enacted the Information 

Technology Act, 2000, which marked a milestone in the evolution of cyber law in the country. 

This Act was the first comprehensive legislation to address issues related to electronic records, 

digital signatures, and cyber offences. The Information Technology Act, 2000 (IT Act) provided 

legal recognition to electronic documents and digital signatures, thereby enabling online 

transactions and e-governance. It also introduced provisions to deal with various cyber offences 

such as hacking, unauthorized access, data theft, and damage to computer systems. The Act 
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established regulatory authorities, including the Controller of Certifying Authorities, to oversee 

the issuance of digital signatures. It also laid down penalties and compensation mechanisms for 

victims of cyber offences. However, in its initial form, the Act had limitations, as it primarily 

focused on e-commerce and did not adequately address emerging forms of cybercrime, 

including cyberstalking and online harassment. With the rapid advancement of technology and 

the increasing use of the internet, it became evident that the IT Act, 2000 required significant 

amendments. This led to the enactment of the Information Technology (Amendment) Act, 

2008, which introduced several important changes to strengthen the legal framework. The 

amendment expanded the scope of cyber offences to include identity theft, phishing, cyber 

terrorism, and violation of privacy. It also introduced provisions related to data protection and 

intermediary liability, making service providers more accountable for the content hosted on 

their platforms. The amendment marked a shift towards addressing more serious and complex 

cybercrimes, including those affecting individuals’ privacy and security. In addition to the IT 

Act, amendments were made to traditional criminal laws to address cyber-related offences. 

Notably, provisions such as stalking, voyeurism, and sexual harassment were incorporated into 

the Indian Penal Code through the Criminal Law (Amendment) Act, 2013. This amendment 

was particularly significant in addressing crimes against women, including cyberstalking, by 

recognizing online harassment as a punishable offence. These changes reflected a growing 

awareness of the need to protect individuals, especially vulnerable groups, from digital abuse. 

Over the years, the Indian judiciary has also played an important role in shaping cyber law 

through landmark judgments. Courts have interpreted existing provisions to address new 

challenges posed by technology, thereby contributing to the development of cyber 

jurisprudence. Judicial decisions have emphasized the importance of privacy, freedom of 

expression, and the need to balance these rights with the regulation of online content. The 

recognition of the right to privacy as a fundamental right has further strengthened the legal 

framework governing digital activities. In recent years, the focus of cyber law in India has 

expanded to include issues such as data protection, cybersecurity, and regulation of social 

media platforms. The introduction of the Information Technology (Intermediary Guidelines 

and Digital Media Ethics Code) Rules, 2021, reflects the government’s effort to increase 

accountability of online platforms and ensure responsible content management. These rules 

impose obligations on intermediaries to remove unlawful content, assist law enforcement 

agencies, and establish grievance redressal mechanisms for users. Another important 

development in the evolution of cyber law is the ongoing effort to introduce comprehensive 

data protection legislation. With the increasing collection and use of personal data by digital 
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platforms, there is a growing need to safeguard privacy and prevent misuse of information. 

Proposed laws aim to establish clear guidelines for data processing, user consent, and 

accountability of organizations handling personal data. Despite these advancements, the history 

of cyber law in India is characterized by continuous evolution and adaptation. The rapid pace 

of technological change poses ongoing challenges, requiring regular updates and reforms in the 

legal framework. Issues such as cross-border cybercrime, encryption, artificial intelligence, and 

digital surveillance continue to test the limits of existing laws. 

 

Pre-IT Act Era 

Before the enactment of the IT Act, 2000, there was no specific legal framework to deal with 

cybercrimes in India. Offences committed through digital platforms were prosecuted under 

general provisions of the IPC, such as defamation, criminal intimidation, and obscenity. 

However, these provisions were not designed to handle crimes involving the internet, leading 

to significant challenges in investigation and prosecution. Cyberstalking, in particular, was not 

recognized as a distinct offence, resulting in a lack of legal protection for victims. 

 

Post-IT Act, 2000 – Evolution 

The enactment of the IT Act, 2000 marked the beginning of a structured legal approach to cyber 

regulation in India. It provided legal recognition to electronic records and digital signatures, 

facilitating e-commerce and online communication. Although the Act initially focused more on 

economic offences and electronic transactions, it gradually evolved through amendments and 

judicial interpretation to include provisions dealing with privacy violations, online harassment, 

and misuse of digital platforms. This evolution reflects the law’s attempt to keep pace with 

technological advancements. 

 

Amendments Strengthening Cyber Harassment Laws (2008 onwards) 

The Information Technology (Amendment) Act, 2008 significantly strengthened India’s cyber 

law framework by introducing provisions addressing privacy violations and obscene content. 

Sections such as 66E, 67, and 67A were added to deal with sensitive issues like publication of 

private images and sexually explicit material. Furthermore, after the Nirbhaya case, the Criminal 

Law (Amendment) Act, 2013 introduced Section 354D IPC, which explicitly recognized 

stalking, including cyberstalking, as a criminal offence. These changes marked an important 

step in protecting individuals, especially women, from online harassment. 
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Key Sections Related to Cyberstalking 

Various provisions under the IPC and IT Act collectively address cyberstalking. Section 354D 

IPC defines and criminalizes stalking, including monitoring a woman’s online activities. 

Section 354A IPC deals with sexual harassment, covering unwelcome advances through digital 

platforms. Section 509 IPC protects against acts intended to insult the modesty of a woman, 

including offensive online communication. Section 507 IPC addresses anonymous criminal 

intimidation, often relevant in cyberstalking cases involving fake profiles. Under the IT Act, 

Section 66E punishes violation of privacy, while Sections 67 and 67A deal with the publication 

or transmission of obscene and sexually explicit content. Together, these provisions form the 

legal basis for addressing cyberstalking in India. 

 

Limitations of Existing Laws 

Despite the presence of multiple legal provisions, significant limitations remain in addressing 

cyberstalking effectively. There is no comprehensive and uniform definition of cyberstalking, 

leading to inconsistencies in interpretation. The laws are scattered across different statutes, 

causing confusion in their application. Additionally, many provisions are gender-specific and 

do not adequately address male or non-binary victims. Proving intent and repeated conduct in 

cyberstalking cases also poses challenges, making enforcement difficult. The existing legal 

framework in India, though progressive in recognizing cyberstalking as an offence, suffers 

from several limitations that reduce its overall effectiveness in addressing the growing 

complexity of digital crimes. While provisions under the Indian Penal Code and the 

Information Technology Act, 2000 attempt to cover aspects of online harassment and stalking, 

they were not originally designed to deal with the dynamic and evolving nature of cyber 

offences. As a result, there exists a gap between legal provisions and practical realities, which 

often leads to difficulties in enforcement and justice delivery. The limitations of existing laws 

can be understood from legal, procedural, technological, and practical perspectives. One of the 

primary limitations is the lack of a comprehensive and dedicated legislation specifically 

addressing cyberstalking. Although cyberstalking is covered under provisions such as stalking 

and harassment, there is no standalone law that defines and deals exclusively with cyberstalking 

in all its forms. This results in ambiguity and inconsistency in interpretation, as different cases 

may be dealt with under different sections depending on the nature of the offence. The absence 

of a clear and detailed definition that encompasses modern forms of cyberstalking—such as 

online surveillance, impersonation, doxxing, and persistent digital tracking—creates loopholes 

that offenders can exploit. Another major limitation is the inadequacy of existing laws to 
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address technological advancements. Cyberstalking methods are constantly evolving with the 

use of new technologies such as encrypted messaging, virtual private networks (VPNs), 

artificial intelligence, and anonymous communication platforms. The current legal 

provisions often fail to keep pace with these developments, making it difficult to effectively 

regulate and control such activities. Laws that were enacted at a time when digital technology 

was less advanced may not fully cover modern forms of cyber harassment, leading to gaps in 

legal protection. The issue of jurisdictional challenges is another significant limitation. 

Cyberstalking often involves cross-border elements, where the offender may be located in a 

different state or even a different country. The existing legal framework in India faces difficulties 

in addressing such cases due to limitations in territorial jurisdiction and dependence on 

international cooperation. The process of obtaining information from foreign service providers 

through legal channels is often slow and complex, which delays investigation and reduces the 

chances of identifying and prosecuting the offender. The difficulty in identification and 

attribution of offenders further exposes the limitations of the law. Legal provisions rely heavily 

on the ability to identify the accused, but in cyberstalking cases, anonymity makes this process 

extremely challenging. Even when laws provide for punishment, their effectiveness is limited 

if the offender cannot be traced. The absence of robust mechanisms for real-time data access 

and tracking, along with privacy concerns, further complicates the identification process. 

Another important limitation is the lack of clarity and uniformity in procedural aspects, 

particularly with regard to the collection, preservation, and admissibility of digital evidence. 

While the law recognizes electronic evidence, there are practical challenges in ensuring its 

authenticity and integrity. Any procedural lapse in handling digital evidence can render it 

inadmissible in court, weakening the case against the accused. Additionally, there is a lack of 

standardized protocols across different jurisdictions, leading to inconsistencies in investigation 

and prosecution. The limited technical expertise and training among law enforcement agencies 

also restrict the effectiveness of existing laws. Even when legal provisions exist, their 

implementation depends on the capacity of police and investigative agencies to understand and 

apply them in a technological context. Many officers lack specialized training in cybercrime 

investigation, which leads to delays, improper handling of evidence, and sometimes even 

dismissal of complaints. This gap between law and enforcement reduces public confidence in 

the legal system. 

 

Overlap between IPC & IT Act 

There is considerable overlap between the IPC and the IT Act in dealing with cyber offences. 
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For instance, sending obscene messages can be prosecuted under both Section 509 IPC and 

Section 67 of the IT Act. This overlap often leads to confusion among law enforcement 

authorities regarding which provision to apply. It may also result in duplication of charges or 

procedural delays, thereby affecting the efficiency of the legal process. 

 

Issues in Enforcement 

The enforcement of cyber laws in India faces several practical challenges. Many law 

enforcement officials lack adequate training and technical expertise to investigate cybercrimes 

effectively. Jurisdictional complexities arise when offences involve multiple locations or 

countries. Additionally, delays in registering complaints and lack of proper infrastructure for 

handling digital evidence further hinder the effective implementation of cyber laws. 

 

Role of Judiciary in Interpreting Cyber Offences 

The judiciary has played a crucial role in interpreting and expanding the scope of cyber laws 

in India. Courts have adapted existing legal provisions to address modern cyber offences, 

including cyberstalking. They have also balanced the need to protect individuals from online 

harassment with the fundamental right to freedom of speech. Through progressive judgments, 

the judiciary has contributed significantly to the development of cyber jurisprudence in India. 

One of the key functions of the judiciary is to adapt traditional legal principles to cyber-related 

conduct. Many cyber offences involve actions that are conceptually similar to traditional crimes 

but are carried out through digital means. For example, theft may now involve the unlawful 

extraction of data, and trespass may take the form of unauthorised access to computer systems. 

Courts often have to reinterpret these conventional offences to determine whether they apply 

to intangible digital assets and electronic information. In numerous cases, the judiciary has 

recognised that digital data, though intangible, carries economic and personal value, thereby 

bringing it within the scope of property-based offences. This expanded interpretation ensures 

that offenders cannot escape liability merely because their actions occur in a virtual space rather 

than the physical world. The judiciary also plays a significant role in upholding constitutional 

rights in cyberspace, particularly in relation to privacy, freedom of expression and due process. 

As digital platforms become central to communication, courts must balance the need for 

regulation with the protection of fundamental rights. For instance, judicial intervention is crucial 

when determining the legality of government surveillance, the limits of data collection, the 

admissibility of digital evidence and the responsibilities of social media platforms. Courts 

have consistently held that the right to privacy extends to the digital domain, emphasising that 
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individuals are entitled to protection against arbitrary monitoring and data breaches. Similarly, 

the judiciary often intervenes to prevent overbroad restrictions on online speech, ensuring that 

laws intended to curb misuse do not unduly infringe on freedom of expression. In addition to 

protecting rights, the judiciary provides clarity on vague or outdated cyber laws. Many statutes 

struggle to keep pace with technological innovation, resulting in ambiguous language that can 

be interpreted in multiple ways. Courts help bridge this gap by offering authoritative 

interpretations that guide police, prosecutors and administrative bodies. Judicial rulings often 

become precedents that shape future investigations and prosecutions. For example, courts have 

interpreted terms like “unauthorised access,” “harmful communication,” “obscenity,” and 

“malicious intent” in the context of online behaviour, thereby offering a clearer framework for 

handling cybercrime cases. These interpretations reduce uncertainty in law enforcement and 

help ensure consistent application across jurisdictions. The judiciary also addresses the 

procedural complexities associated with cyber offences, such as the collection, preservation and 

admissibility of digital evidence. Electronic data is fragile, easily alterable and often stored 

across multiple jurisdictions. Courts must decide how digital evidence should be authenticated, 

what standards of proof apply and how to ensure the integrity of electronic records. Judicial 

guidelines on cyber forensics and evidentiary procedures are essential in maintaining fairness 

in criminal trials. By laying down principles for the handling of digital evidence, courts 

strengthen the credibility of the criminal justice system and ensure that technological 

challenges do not undermine due process. Another important role of the judiciary is promoting 

accountability among technology companies and intermediaries. Courts often deal with cases 

involving the liability of social media platforms, search engines and internet service providers 

when users misuse digital spaces to commit offences. Judicial decisions determine the extent 

to which companies must monitor content, cooperate with law enforcement and protect user 

data. By defining intermediary liability, the judiciary helps create safer online environments 

without excessively burdening innovation or free communication. Furthermore, the judiciary 

contributes significantly to the evolution of cyber law through landmark judgments that 

highlight gaps in the legal system and prompt legislative reforms. Courts often act as catalysts 

for change by drawing attention to emerging threats that require clearer statutory regulation. 

Their observations, recommendations and interpretations influence policymakers to amend 

outdated laws or introduce new legislation tailored to digital challenges. This dynamic 

interaction between the judiciary and legislature ensures that cyber laws remain responsive to 

technological developments and societal needs. Internationally, the judiciary also plays a role 

in addressing cross-border cyber offences, as courts must navigate issues of jurisdiction, 
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extradition and international cooperation. Cybercrimes frequently involve offenders operating 

from foreign countries, and judicial interpretation is essential in determining whether domestic 

courts have jurisdiction to try such cases and how international legal frameworks apply. Courts 

help facilitate cross-border investigations by interpreting treaties, mutual legal assistance 

agreements and principles of digital evidence-sharing, thereby strengthening global responses 

to cybercrime. Its functions extend far beyond dispute resolution, influencing the development 

of legal doctrine, protection of rights, enforcement of due process and evolution of legislative 

frameworks. As cyberspace continues to expand and digital crimes grow more sophisticated, 

judicial interpretation becomes vital in ensuring justice, clarity and accountability. By adapting 

traditional legal principles to new forms of crime, safeguarding constitutional guarantees, 

guiding law enforcement and prompting legislative advancement, the judiciary acts as a 

stabilising force in the complex and rapidly changing world of cyber law. 

 

Important Supreme Court Decisions 

One of the most significant decisions in the field of cyber law is Shreya Singhal v. Union of 

India, in which the Supreme Court struck down Section 66A of the IT Act for being 

unconstitutional. The Court held that the provision violated the right to freedom of speech and 

expression under Article 19(1)(a) of the Constitution. While this judgment protected civil 

liberties, it also created challenges in dealing with online abuse due to the absence of a specific 

provision like Section 66A. 

 

Landmark High Court Decisions 

Various High Courts in India have delivered important judgments addressing cyber harassment 

and cyberstalking. These courts have recognized the seriousness of online offences and have 

issued directions for the removal of harmful content and protection of victims. High Courts 

have also emphasized the responsibility of law enforcement agencies to act promptly in such 

cases. 

 

Case Study: Cyberstalking Against Women 

Cyberstalking against women is a prevalent issue in India, often involving repeated unwanted 

communication, monitoring of online activities, creation of fake profiles, and sharing of 

morphed images. Such acts can cause severe psychological distress, fear, and social isolation 

for victims. These cases highlight the urgent need for stronger legal protection and effective 

enforcement mechanisms. 
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Case Study: Cyber Harassment on Social Media 

Social media platforms have become a common medium for cyber harassment, including 

trolling, abuse, and dissemination of private content. Victims often face public humiliation and 

mental trauma due to the widespread reach of these platforms. The anonymity provided by 

social media further complicates the identification and prosecution of offenders. 

 

Legal Issues in Cyberstalking Prosecutions 

Cyberstalking prosecutions face several legal challenges, including difficulties in identifying 

anonymous offenders, collecting reliable evidence, and establishing intent. Cross-border 

elements of cybercrime further complicate legal proceedings. These issues often result in delays 

and low conviction rates. 

 

Burden of Proof in Cyberstalking Cases 

In cyberstalking cases, the burden of proof lies on the prosecution, which must establish the 

identity of the accused, the intention behind the act, and the repeated nature of the conduct. 

However, due to the technical nature of digital evidence, meeting this burden becomes 

particularly challenging. 

 

Digital Evidence – Admissibility Issues 

The admissibility of digital evidence in India is governed by provisions of the Indian Evidence 

Act, particularly Section 65B. Electronic records must meet specific technical requirements to 

be admissible in court. Failure to comply with these requirements can lead to rejection of 

crucial evidence, thereby weakening the prosecution’s case. 

 

Jurisdiction Problems in Cyberstalking Cases 

Cyberstalking cases often involve multiple jurisdictions, as the offender, victim, and server 

may be located in different places. This creates confusion regarding which court has the 

authority to hear the case. Such jurisdictional challenges lead to delays and complications in 

legal proceedings. 

 

Important Case Laws 

In addition to Shreya Singhal v. Union of India, cases such as State v. Yogesh Prabhu have 

addressed issues related to online harassment and highlighted the need for stronger cyber laws. 
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Various other cases involving fake profiles, online threats, and digital defamation have 

contributed to the development of cyber law jurisprudence in India. 

 

CHAPTER – IV 

Cyberstalking challenges and Enforcement issues 

The police play a crucial role in addressing cyberstalking complaints by acting as the first point 

of contact for victims and initiating the criminal justice process. Upon receiving a complaint, 

the police are responsible for registering a First Information Report (FIR) under relevant 

provisions such as Section 354D of the IPC and provisions of the Information Technology Act, 

2000. They must ensure victim protection, maintain confidentiality, and provide immediate 

assistance, especially in cases involving threats or harassment. Police authorities also 

coordinate with cyber cells and forensic experts to collect digital evidence, trace perpetrators, 

and prevent further harm. However, their effectiveness depends largely on technical expertise, 

awareness, and sensitivity towards victims, particularly in cases involving women and minors. 

The role of the police in handling cyberstalking complaints is crucial, as they act as the first 

point of contact for victims seeking legal protection and justice. In the digital age, where crimes 

transcend physical boundaries and often involve complex technological elements, the police 

are entrusted with the responsibility of not only enforcing the law but also ensuring victim 

safety, preserving digital evidence, and conducting effective investigations. Their role begins 

with the prompt registration of complaints, either through physical police stations or online 

cybercrime reporting portals, and extends to investigation, coordination with other agencies, 

and eventual prosecution of offenders. One of the primary responsibilities of the police is the 

registration of complaints and ensuring accessibility to victims. Victims of cyberstalking can 

approach local police stations or specialized cybercrime cells to file complaints. The police are 

required to register a First Information Report (FIR) in cognizable cases and take immediate 

action. In recent years, the introduction of online complaint mechanisms has made it easier for 

victims to report incidents without physically visiting a police station. However, the 

effectiveness of this process depends on the sensitivity and responsiveness of the police 

personnel, as victims often approach authorities in a state of distress and require reassurance 

and support. Another critical role of the police is the protection of victims and ensuring their 

safety. Cyberstalking often involves threats, harassment, and invasion of privacy, which can 

escalate into physical danger. The police are responsible for assessing the level of threat and 

taking appropriate measures, such as issuing warnings to the, providing security to the victim, 

or initiating preventive actions. In cases involving women and children, police may coordinate 

http://www.whiteblacklegal.co.in/


www.whiteblacklegal.co.in 

Volume 3 Issue 6 | April 2026         ISSN: 2581-8503 

Page | 1837   

with women protection cells or child welfare authorities to ensure comprehensive support, 

including counseling and legal assistance. The investigation of cyberstalking cases forms a 

major part of the police’s role. This involves collecting and analyzing digital evidence such as 

emails, chat records, call logs, IP addresses, and social media activity. Police officers often 

work in collaboration with cyber forensic experts to trace the origin of the offence and identify 

the perpetrator. Given the technical nature of cyberstalking, investigations require specialized 

knowledge and tools to track online activities, recover deleted data, and establish a link between 

the accused and the crime. The police must also ensure that evidence is collected and preserved 

in accordance with legal procedures to maintain its admissibility in court. The police also play 

an important role in coordination with intermediaries and service providers. In many cases, 

identifying a cyberstalker requires obtaining information from social media platforms, internet 

service providers, or telecom companies. The police issue formal requests to these entities for 

user data, account details, and logs that can help in tracing the आरो. This process often involves 

legal formalities and may require cooperation from multiple jurisdictions, especially in cross- 

border cases. Effective coordination is essential to ensure timely access to information and 

prevent the destruction of evidence. Another significant responsibility of the police is ensuring 

proper legal action and prosecution. After completing the investigation, the police prepare a 

charge sheet and present the evidence before the court. They assist the prosecution in building 

a strong case by providing technical reports, expert opinions, and witness statements. The role 

of the police does not end with the investigation; they continue to support the judicial process 

until the case is resolved. Ensuring that offenders are held accountable is essential for delivering 

justice and deterring future crimes. The police also engage in preventive and awareness 

activities to combat cyberstalking. This includes conducting awareness programs, workshops, 

and campaigns to educate the public about online safety, legal rights, and reporting 

mechanisms. By promoting digital literacy and responsible online behavior, the police 

contribute to the prevention of cyberstalking and other cybercrimes. They may also monitor 

online activities and identify patterns of cyber offences to take proactive measures. 

 

Issues in Investigation 

Investigation of cyberstalking cases is often fraught with multiple challenges, including lack of 

technical expertise, insufficient infrastructure, and delays in data retrieval. The intangible and 

borderless nature of cyberspace makes it difficult to gather concrete evidence. Investigating 

officers may struggle with understanding digital platforms, encryption technologies, and 
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evolving cyber tactics. Additionally, delays in obtaining information from intermediaries and 

jurisdictional complexities further hinder timely investigation. The absence of standardized 

procedures for handling cybercrime cases also leads to inconsistencies and inefficiencies in the 

investigative process. The investigation of cyberstalking cases presents numerous challenges 

due to the complex and evolving nature of digital technology. Unlike traditional crimes, 

cyberstalking occurs in a virtual environment where evidence is intangible, offenders can easily 

conceal their identity, and jurisdictional boundaries are often unclear. These factors create 

significant obstacles for law enforcement agencies in conducting effective and timely 

investigations. Despite the existence of legal provisions and specialized cybercrime units, 

various practical and technical issues continue to hinder the investigative process. One of the 

primary issues in investigation is the difficulty in identifying the offender. Cyberstalkers 

frequently use fake identities, pseudonyms, and multiple accounts to hide their real identity. 

They may also employ technologies such as Virtual Private Networks (VPNs), proxy servers, 

and encrypted communication platforms to mask their IP addresses and location. This makes it 

extremely challenging for investigators to trace the origin of the offence. Even when an IP 

address is identified, it may lead to a shared network or a public Wi-Fi connection, which 

complicates the process of linking the activity to a specific individual. Another major issue is 

the collection and preservation of digital evidence. Cyberstalking cases rely heavily on 

electronic evidence such as emails, chat logs, social media interactions, screenshots, and 

metadata. However, digital evidence is highly volatile and can be easily altered, deleted, or 

tampered with. Victims may not be aware of the importance of preserving such evidence, 

leading to loss of crucial information. Additionally, improper handling or failure to maintain 

the chain of custody can result in evidence being declared inadmissible in court. Ensuring the 

authenticity and integrity of digital evidence is therefore a significant challenge in cyberstalking 

investigations. The lack of technical expertise among investigating officers is another critical 

issue. Cyberstalking involves the use of advanced technology, and effective investigation 

requires specialized knowledge in areas such as digital forensics, data analysis, and network 

tracking. Many law enforcement personnel lack adequate training in these areas, which can lead 

to delays, errors, and inefficiencies in the investigation process. The rapid pace of technological 

advancement further widens the gap between available skills and required expertise, making it 

difficult for investigators to keep up with new methods used by offenders. Jurisdictional 

challenges also pose a serious problem in the investigation of cyberstalking cases. Cybercrimes 

often transcend geographical boundaries, with the offender, victim, and service providers 

located in different states or countries. This creates confusion regarding which authority has the 
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jurisdiction to investigate and prosecute the case. In cross-border cases, investigators must rely 

on international cooperation and legal procedures to obtain information, which can be time- 

consuming and complex. Differences in legal systems, data protection laws, and levels of 

cooperation between countries further complicate the process. 

Another issue is the delay in obtaining information from intermediaries and service providers. 

Social media platforms, internet service providers, and telecom companies hold crucial data 

that can help identify cyberstalkers. However, accessing this information requires legal 

procedures and formal requests, which may take time. In some cases, service providers may be 

reluctant to share data due to privacy concerns or internal policies. Delays in obtaining such 

information can result in loss of evidence or allow the offender to continue their activities. 

 

Identification of Anonymous Stalkers 

One of the most significant challenges in cyberstalking cases is identifying anonymous 

offenders who use fake profiles, VPNs, and encrypted communication channels to conceal their 

identity. Perpetrators often operate through multiple accounts and devices, making it difficult 

to trace them. Law enforcement agencies rely on IP tracking, digital footprints, metadata 

analysis, and cooperation with service providers to uncover identities. However, sophisticated 

anonymization techniques and the use of the dark web complicate this process. The success of 

identification largely depends on timely data access and advanced cyber forensic capabilities. 

 

Integrity of Digital Evidence 

Maintaining the integrity of digital evidence is essential for ensuring its admissibility in court. 

Digital evidence is highly volatile and can be easily altered, deleted, or tampered with. 

Therefore, proper procedures such as chain of custody, data imaging, hashing, and secure 

storage must be followed. Any lapse in handling digital evidence can lead to questions about 

its authenticity and reliability. Investigators must ensure that evidence is collected using 

forensically sound methods and documented meticulously to prevent challenges during trial 

proceedings. The integrity of digital evidence is a fundamental aspect in the investigation and 

prosecution of cyberstalking cases, as the entire case often depends on the reliability, 

authenticity, and admissibility of electronic data. Digital evidence includes emails, chat 

messages, social media posts, call logs, IP addresses, metadata, images, videos, and other 

electronic records that can establish the occurrence of cyberstalking and link it to the accused. 

Unlike physical evidence, digital evidence is highly fragile, easily alterable, and susceptible to 

tampering, which makes maintaining its integrity both crucial and challenging. Ensuring that 
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such evidence remains unaltered from the time it is collected until it is presented in court is 

essential for securing convictions and upholding the rule of law. One of the key aspects of 

maintaining the integrity of digital evidence is authenticity, which refers to proving that the 

evidence is genuine and has not been manipulated. In cyberstalking cases, it must be 

demonstrated that the messages, posts, or communications presented as evidence were actually 

sent by the accused and have not been altered in any way. This requires careful documentation 

and verification, often involving technical analysis of metadata, timestamps, and digital 

signatures. Any doubt regarding authenticity can weaken the prosecution’s case and may lead 

to the rejection of evidence by the court. Another important element is the chain of custody, 

which refers to the proper documentation of how the evidence was collected, handled, stored, 

and transferred. Every person who comes into contact with the evidence must be accounted for, 

and any changes or movements must be recorded. Maintaining a clear and unbroken chain of 

custody is essential to establish that the evidence has not been tampered with or contaminated. 

In cyberstalking investigations, this becomes particularly important due to the ease with which 

digital data can be copied, modified, or deleted. The collection of digital evidence itself poses 

significant challenges. Investigators must use appropriate tools and techniques to extract data 

from devices such as computers, smartphones, and servers without altering the original 

information. Forensic imaging is often used to create an exact copy of the data, allowing 

analysis to be conducted without affecting the original source. However, improper handling 

during collection can compromise the integrity of the evidence. For example, accessing a device 

without proper safeguards may change timestamps or overwrite existing data, rendering the 

evidence unreliable. The preservation of digital evidence is another critical factor. Digital data 

can be easily lost due to accidental deletion, system failures, or deliberate actions by the 

offender. Cyberstalkers may attempt to delete messages, deactivate accounts, or use self- 

destructing communication features to eliminate evidence. Therefore, timely action is essential 

to secure and preserve data before it is lost. This often requires immediate intervention by law 

enforcement and cooperation from service providers to retain relevant information.Another 

challenge to the integrity of digital evidence is the risk of tampering and manipulation. Digital 

files can be edited, fabricated, or altered using readily available tools, making it difficult to 

distinguish between genuine and manipulated evidence. For instance, screenshots of 

conversations can be edited to include false information, and audio or video recordings can be 

modified using advanced software. To address this issue, forensic experts use specialized 

techniques to verify the authenticity of digital evidence and detect any signs of tampering. The 

legal framework governing digital evidence also plays a significant role in ensuring its integrity. 
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Courts require that electronic evidence meet certain standards of reliability and admissibility. 

In India, provisions relating to electronic evidence emphasize the need for certification and 

proper handling to ensure its validity. Failure to comply with these requirements can result in 

evidence being rejected, even if it is relevant to the case. This highlights the importance of 

following proper legal procedures in handling digital evidence. 

The role of cyber forensic experts is crucial in maintaining the integrity of digital evidence. 

These experts are trained to collect, analyze, and present digital data in a manner that preserves 

its authenticity and reliability. They use advanced tools to recover deleted data, analyze 

communication patterns, and establish links between the accused and the offence. Their 

expertise is essential in ensuring that digital evidence withstands legal scrutiny and contributes 

effectively to the investigation. Another important issue is the lack of awareness among victims 

and first responders regarding the importance of preserving digital evidence. Victims may 

delete messages, change devices, or fail to document incidents properly, leading to loss of 

crucial information. Similarly, untrained personnel may inadvertently compromise evidence 

during initial handling. This underscores the need for awareness and training at all levels to 

ensure proper preservation of digital data. 

 

Forensic Challenges 

Cyber forensics plays a vital role in investigating cyberstalking, but it faces several limitations. 

These include the rapid evolution of technology, lack of trained forensic experts, and limited 

access to advanced forensic tools. Encryption, cloud storage, and data anonymization 

techniques pose significant obstacles to forensic analysis. Additionally, retrieving deleted or 

encrypted data requires specialized skills and tools, which may not always be available in all 

jurisdictions. The backlog of cases and limited forensic laboratories further delay the 

investigative process. Forensic challenges in cyberstalking investigations are significant due to 

the highly technical, dynamic, and complex nature of digital environments. Cyber forensics 

plays a crucial role in identifying offenders, collecting evidence, and supporting prosecution; 

however, it faces numerous obstacles that can hinder the effectiveness of investigations. Unlike 

traditional forensic science, which deals with physical evidence, cyber forensics must handle 

intangible data that can be easily altered, deleted, or concealed. These challenges make it 

difficult to establish a clear link between the accused and the offence, thereby affecting the 

overall success of legal proceedings. One of the primary forensic challenges is the volatile 

nature of digital evidence. Electronic data can be modified, overwritten, or deleted within 

seconds, either intentionally by the offender or unintentionally due to system processes. 
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Cyberstalkers often use techniques such as deleting messages, clearing browsing history, or 

using applications with auto-delete features to eliminate evidence. This makes it essential for 

forensic experts to act quickly to preserve data before it is lost. However, delays in reporting or 

investigation often result in the permanent loss of crucial evidence, making it difficult to 

reconstruct the events. 

Another major challenge is the use of encryption and secure communication technologies. 

Many cyberstalkers use encrypted messaging platforms, secure email services, and privacy- 

focused applications that prevent easy access to communication data. While encryption is 

important for protecting user privacy, it also creates obstacles for forensic analysis, as 

investigators may not be able to access the content of communications even if they obtain the 

device. Breaking encryption requires advanced tools and legal authorization, which may not 

always be available or feasible. The issue of data fragmentation and dispersion also complicates 

forensic investigations. In cyberstalking cases, evidence is often spread across multiple devices, 

platforms, and servers, including smartphones, laptops, cloud storage, and social media 

accounts. This requires investigators to collect and analyze data from various sources, which 

can be time-consuming and technically challenging. Additionally, some data may be stored on 

servers located in different countries, creating jurisdictional and access issues that further delay 

the process. Another significant challenge is the difficulty in attributing digital evidence to a 

specific individual. Even when forensic experts are able to trace an IP address or recover data 

from a device, it may not conclusively prove that a particular person committed the offence. 

Devices can be shared, hacked, or accessed by multiple users, and offenders may use fake 

identities or proxy servers to hide their involvement. Establishing a direct connection between 

the accused and the cyberstalking activity requires careful analysis and corroborative evidence, 

which is not always easy to obtain. The lack of standardized forensic procedures and tools is 

another issue. While there are established guidelines for handling digital evidence, their 

implementation may vary across different jurisdictions and agencies. Inconsistencies in 

forensic methods can lead to questions about the reliability and admissibility of evidence in 

court. Additionally, the rapid advancement of technology means that forensic tools must be 

constantly updated to keep pace with new devices, software, and cybercrime techniques. 

Limited access to advanced tools and software can hinder the effectiveness of forensic analysis. 

The shortage of skilled forensic professionals is a critical challenge in many parts of India. 

Cyber forensics requires specialized training and expertise, but there is a limited number of 

qualified professionals available to handle the increasing volume of cybercrime cases. This 

results in delays in analysis, backlogs in forensic laboratories, and reduced efficiency in 
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investigations. Continuous training and capacity building are necessary to address this gap and 

improve the quality of forensic work. 

 

Inter-State Jurisdiction Issues 

Cyberstalking cases often involve perpetrators and victims located in different states, leading 

to jurisdictional conflicts. Determining the appropriate jurisdiction for filing complaints and 

conducting investigations becomes complex due to the absence of clear territorial boundaries 

in cyberspace. Coordination between different state police departments is essential but often 

inefficient due to bureaucratic delays and lack of uniform procedures. This results in delayed 

justice and increased hardship for victims seeking timely legal remedies. 

 

Cross-border Cyberstalking 

Cross-border cyberstalking presents even greater challenges as it involves perpetrators located 

in foreign jurisdictions. Differences in legal frameworks, lack of international cooperation, and 

issues related to extradition complicate the enforcement of laws. Mutual Legal Assistance 

Treaties (MLATs) are often used to obtain information from foreign entities, but the process is 

time-consuming. Additionally, varying standards of data protection and privacy laws across 

countries hinder effective investigation and prosecution of offenders. One of the major 

characteristics of cross-border cyberstalking is the offender’s ability to exploit differences in 

legal jurisdictions. Each country has its own set of laws governing cybercrime, privacy, digital 

evidence and extradition. These differences create gaps in enforcement that cyberstalkers can 

manipulate. For instance, behaviour that is criminally punishable in one country may not be 

considered an offence in another. Even when both countries criminalise cyberstalking, the 

processes for obtaining digital evidence, filing international complaints, or initiating extradition 

can be slow, bureaucratic and often ineffective. As a result, the victim may continue to suffer 

harassment for long periods while authorities struggle to establish jurisdiction or secure 

cooperation from foreign agencies. This legal fragmentation is one of the key reasons cross- 

border cyberstalking thrives, as offenders are aware of the limitations of international policing. 

Technological sophistication further intensifies the challenges associated with cross-border 

cyberstalking. Offenders frequently use anonymising tools such as VPNs, proxy servers, 

encrypted communication channels, dark-web platforms and fake digital identities to obscure 

their location. By routing their connection through multiple countries, they create a complex 

digital trail that becomes difficult for investigators to trace. Additionally, offenders may use 

social media platforms hosted in countries with weak data protection regulations or slow 
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compliance procedures, prolonging the investigation. The global nature of social media 

companies also adds complications, as obtaining user data often requires international legal 

requests, which can take months or years to process. As the offender uses these technological 

advantages, the victim remains vulnerable, unable to escape the harassment simply by blocking 

or reporting accounts. 

Cross-border cyberstalking also has severe psychological and emotional impacts on victims. 

The geographical distance provides no sense of safety because the harassment can continue 

relentlessly through digital means. Victims often experience fear, helplessness and prolonged 

anxiety because they cannot rely on local authorities for immediate relief, and the offender may 

operate outside the reach of domestic law. This constant uncertainty affects the victim’s daily 

life, work, relationships and mental well-being. In some cases, offenders escalate their tactics 

by contacting the victim’s friends, employers or family members abroad, spreading rumours or 

sharing personal information to damage the victim’s social and professional standing. The 

feeling of being watched or targeted by someone in another country intensifies the 

psychological burden, making cross-border cyberstalking particularly traumatic. Addressing 

cross-border cyberstalking requires enhanced international cooperation, which remains limited 

due to competing national interests, varying levels of technological advancement and 

differences in legal structures. International organisations such as INTERPOL, Europol and 

regional cybersecurity alliances attempt to facilitate cooperation, but success is often hindered 

by slow communication and complex diplomatic procedures. Some countries participate in 

agreements such as the Budapest Convention on Cybercrime, which facilitates sharing of 

information and investigative support. However, many nations—including large digital hubs— 

are not signatories, resulting in gaps in global enforcement. Without a universally recognised 

and harmonised legal framework, cross-border cyberstalking cases continue to suffer from 

delays and lack of accountability, allowing offenders to evade justice. Despite these challenges, 

several measures can help mitigate cross-border cyberstalking. Strengthening international 

treaties, improving digital evidence-sharing mechanisms, and training law enforcement in cyber 

forensics are crucial steps. Social media companies must also play a more proactive role by 

responding promptly to cross-border complaints, preserving evidence, and providing verified 

information to authorised agencies. Public awareness and digital literacy programmes can 

empower individuals to protect their online identities, recognise early warning signs and seek 

timely assistance. Although these steps cannot entirely eliminate cross-border cyberstalking, 

they can significantly reduce vulnerability and improve victim support. Its unique challenges 

arise from jurisdictional conflicts, technological anonymity and limited cross-country 
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cooperation, all of which make prosecution extremely difficult. Victims suffer severe emotional 

and psychological distress as the harassment continues across boundaries without effective 

legal remedy. Addressing this issue requires a coordinated global response, strong legislative 

alignment and improved international communication. As digital connectivity continues to 

expand, recognising and combating cross-border cyberstalking becomes essential for ensuring 

safety, privacy and justice in the global online environment. 

 

Role of Service Providers 

Internet service providers (ISPs), social media platforms, and digital intermediaries play a key 

role in addressing cyberstalking. They assist law enforcement by providing user data, IP logs, 

and account information necessary for investigation. Many platforms also have mechanisms 

for reporting abuse and blocking offenders. However, delays in responding to requests, 

concerns about user privacy, and lack of transparency can limit their effectiveness. 

Strengthening cooperation between service providers and law enforcement agencies is essential 

for timely action. 

 

Stakeholder Participation (Government, NGOs, Cyber Cells) 

Effective prevention and control of cyberstalking require coordinated efforts from multiple 

stakeholders, including government agencies, non-governmental organizations (NGOs), and 

specialized cyber cells. Government bodies formulate policies, enact laws, and provide 

infrastructure for cybercrime investigation. NGOs play a vital role in victim support, awareness 

campaigns, and legal assistance. Cyber cells, equipped with technical expertise, assist in 

handling complex cybercrime cases. Collaboration among these stakeholders ensures a holistic 

approach to combating cyberstalking and protecting victims. 

 

Capacity Development in Cyber Law Enforcement 

Capacity development is essential for strengthening cyber law enforcement in India. This 

includes training police personnel in digital investigation techniques, enhancing forensic 

infrastructure, and promoting awareness about cyber laws. Regular workshops, certifications, 

and collaboration with technical experts can improve the efficiency of law enforcement 

agencies. Investment in advanced tools and technologies is also necessary to keep pace with 

evolving cyber threats. Without adequate capacity building, enforcement of cyber laws remains 

ineffective. Despite the increasing prevalence of cyberstalking, there are significant gaps in 

cybercrime research in India. Limited empirical data, lack of comprehensive studies, and 
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insufficient academic focus hinder the development of effective policies and strategies. 

Research on victim behavior, offender psychology, and technological trends is still evolving. 

Additionally, there is a need for interdisciplinary research combining law, technology, and 

social sciences to address the complexities of cyberstalking. Bridging these gaps is crucial for 

informed policymaking and improving the legal framework. 

 

CHAPTER V 

Cyberstalking challenges and Enforcement Issues 

The protection scenario against cyberstalking in India has evolved significantly with the growth 

of digital technology. Legal provisions such as Section 354D of the Indian Penal Code and the 

Information Technology Act, 2000 provide a framework to address online harassment. 

However, enforcement remains inconsistent due to lack of awareness, underreporting, and 

technical challenges. Victims, especially women, often hesitate to approach authorities due to 

fear of stigma and privacy concerns. Despite these issues, the establishment of cybercrime 

portals and specialized units has improved accessibility to legal remedies. 

 

Recent Developments in Online Protection 

Recent years have seen important developments in online protection mechanisms in India. The 

government has introduced the National Cyber Crime Reporting Portal, enabling victims to 

report cyber offences easily. Amendments to IT rules, such as the Information Technology 

(Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, have increased 

accountability of online platforms. There is also growing emphasis on data protection, with 

discussions around comprehensive privacy legislation. Additionally, courts have started 

recognizing online harassment as a serious violation of fundamental rights, strengthening 

victim protection. Recent developments in online protection in India reflect a significant shift 

towards strengthening digital security, enhancing user privacy, and increasing accountability 

of digital platforms. With the rapid rise in cybercrimes, including cyberstalking, identity theft, 

and online harassment, the government has introduced new laws, policies, and technological 

measures to create a safer digital ecosystem. These developments indicate a move from basic 

regulation to a more comprehensive and proactive framework that combines legal reforms, 

technological innovation, and institutional strengthening. One of the most important recent 

developments is the introduction and implementation of the Digital Personal Data Protection 

(DPDP) Act, 2023 and its 2025 Rules, which provide a comprehensive framework for the 

protection of personal data. This law places obligations on organizations (data fiduciaries) to 
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handle personal data responsibly and mandates strict penalties for data breaches. It also requires 

companies to notify authorities and affected individuals in case of data breaches, thereby 

increasing transparency and accountability. This development is particularly significant in 

protecting users from misuse of personal data, which is often a key factor in cyberstalking and 

online harassment. Another major development is the Telecommunications (Telecom Cyber 

Security) Amendment Rules, 2025, which aim to strengthen cybersecurity in the telecom sector. 

These rules introduce stricter verification mechanisms, including mobile number validation 

systems and regulation of telecom identifiers used in digital services. They also allow 

authorities to take immediate action against suspicious accounts and prevent misuse of mobile 

devices and networks. This helps in reducing anonymity and tracking cyber offenders more 

effectively, which is crucial in cyberstalking cases. The government has also strengthened the 

Information Technology (IT) Rules framework, particularly through amendments in 2025. 

These rules impose stricter obligations on social media platforms and intermediaries to remove 

unlawful content promptly and respond to user complaints efficiently. Platforms are now 

required to maintain grievance redressal mechanisms, appoint compliance officers, and 

cooperate with law enforcement agencies. This enhances accountability and ensures quicker 

action against abusive or harmful content online. Another significant trend is the integration of 

cybersecurity with institutional and technological development. For example, India is investing 

in cyber forensic capacity and training programs to tackle emerging threats such as AI-based 

crimes, deepfakes, and online harassment. These initiatives aim to build a skilled workforce 

capable of handling complex cyber investigations and improving the overall effectiveness of 

online protection mechanisms. The expansion of cybercrime helplines and reporting systems is 

also a notable development. The national cybercrime helpline (1930) has been strengthened 

with increased infrastructure and faster response mechanisms to handle complaints efficiently. 

This ensures timely intervention, which is crucial in preventing further harm and preserving 

digital evidence in cyberstalking cases. The focus on quick response, especially within the first 

few hours of reporting, has significantly improved the chances of preventing financial and 

psychological damage. 

 

Steps Taken by Government and Police 

The Indian government and law enforcement agencies have taken several steps to combat 

cyberstalking. Dedicated cybercrime cells have been set up across states, and police personnel 

are being trained in digital investigation techniques. Initiatives such as Cyber Surakshit Bharat 

and awareness campaigns aim to educate citizens about online safety. Fast-track mechanisms 
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for handling cyber complaints and collaborations with international agencies have also been 

initiated to address cross-border cybercrimes. However, resource constraints and lack of 

uniform implementation remain challenges. 

 

Role of Social Media Platforms in Reporting Abuse 

Social media platforms play a crucial role in identifying and reporting cyberstalking incidents. 

Platforms like Facebook, Instagram, and Twitter (X) have built-in reporting tools that allow 

users to flag abusive content, block offenders, and seek assistance. They also use artificial 

intelligence to detect harmful behavior. However, concerns persist regarding delayed response, 

inadequate moderation, and lack of transparency in handling complaints. Strengthening 

cooperation between these platforms and law enforcement is essential for effective redressal. 

Social media platforms play a crucial and increasingly influential role in the reporting, 

detection, and prevention of online abuse, including cyberstalking. As primary spaces where 

digital interactions occur, platforms such as Facebook, Instagram, X (formerly Twitter), 

WhatsApp, and YouTube act as both hosts of user-generated content and gatekeepers 

responsible for maintaining safe online environments. Their role in reporting abuse is 

particularly significant because they provide the first level of response available to victims, 

often before law enforcement agencies become involved. Over time, these platforms have 

developed various mechanisms and policies to address abusive behavior, though challenges 

still remain in ensuring their effectiveness. One of the most important roles of social media 

platforms is providing user-friendly reporting mechanisms. Most platforms have built-in tools 

that allow users to report abusive messages, harassment, impersonation, or inappropriate 

content directly. These reporting systems are designed to be accessible and easy to use, 

enabling victims to flag harmful content without needing technical expertise. Users can also 

block or restrict offenders, which helps prevent further contact. These tools serve as an 

immediate line of defense for victims and can significantly reduce the impact of cyberstalking 

when used effectively. Another key function of social media platforms is content moderation 

and review. Once a report is submitted, the platform reviews the content to determine whether 

it violates its community guidelines or terms of service. This process may involve human 

moderators as well as automated systems powered by artificial intelligence. If the content is 

found to be abusive, platforms may remove it, suspend or ban the offender’s account, or impose 

restrictions. This ability to take swift action is essential in preventing the spread of harmful 

content and protecting victims from continued harassment. Social media platforms also play an 

important role in data preservation and cooperation with law enforcement agencies. In 
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cyberstalking cases, digital evidence stored on these platforms—such as messages, posts, and 

account details—can be crucial for investigation. Platforms are often required to preserve such 

data and provide it to law enforcement authorities upon receiving valid legal requests. This 

cooperation helps in identifying offenders and building a strong case for prosecution. However, 

the process may involve legal formalities and delays, especially when platforms operate across 

different jurisdictions. Another significant role is the implementation of safety and privacy 

features that empower users to control their online experience. These include privacy settings 

that limit who can view or contact the user, filters to block offensive language, and tools to 

restrict interactions from unknown or suspicious accounts. By giving users greater control over 

their digital presence, platforms help reduce the risk of cyberstalking and online abuse. Some 

platforms also provide educational resources and safety tips to guide users on how to protect 

themselves. In recent years, social media platforms have increasingly adopted proactive 

measures to detect and prevent abuse. Advanced technologies such as artificial intelligence and 

machine learning are used to identify patterns of harmful behavior, detect abusive content, and 

flag suspicious accounts even before they are reported. These systems can analyze large 

volumes of data in real time, making it possible to respond quickly to potential threats. 

However, the accuracy of these systems is not always perfect, and there is a risk of both false 

positives and missed cases. 

 

Present-Day Cyber Forensic Units – Growth & Role 

Cyber forensic units in India have grown rapidly in response to increasing digital crimes. These 

units specialize in collecting, preserving, and analyzing digital evidence such as emails, chat 

logs, IP addresses, and device data. They play a critical role in ensuring the admissibility of 

evidence in courts. With advancements in technology, forensic labs are adopting sophisticated 

tools for data recovery and cyber analysis. However, there is still a shortage of skilled 

professionals and infrastructure, which affects efficiency in complex investigations. 

 

Digital Safety Policies for Women & Children 

Digital safety policies in India focus significantly on protecting vulnerable groups such as 

women and children. Laws addressing online harassment, child pornography, and 

cyberbullying are complemented by government initiatives like helplines and safety apps. 

Schools and institutions are increasingly incorporating digital safety education. Policies also 

encourage reporting mechanisms and support services for victims. Despite these efforts, gaps 

remain in implementation, especially in rural areas where awareness and access to resources are 
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limited. Digital safety policies for women and children in India have gained increasing 

importance in recent years due to the rapid growth of internet usage and the corresponding rise 

in cybercrimes such as cyberstalking, online harassment, cyberbullying, and sexual 

exploitation. These policies aim to create a secure and inclusive digital environment by 

addressing the specific vulnerabilities faced by women and children, who are often the primary 

targets of online abuse. The approach to digital safety in India combines legal provisions, 

government initiatives, institutional mechanisms, and awareness programs to ensure 

protection, prevention, and support for victims. One of the key aspects of digital safety policies 

is the legal protection framework designed to safeguard women and children from online 

offences. Various provisions under criminal law and information technology law address issues 

such as stalking, sexual harassment, privacy violations, and child exploitation. These laws 

recognize cyberstalking and online abuse as serious offences and provide for penalties and legal 

remedies. Special emphasis has been placed on protecting children from online exploitation, 

including strict measures against child pornography and grooming. However, while the legal 

framework exists, its effectiveness depends on proper implementation and awareness among 

the public. The government has also introduced several institutional mechanisms and initiatives 

to enhance digital safety. The National Cyber Crime Reporting Portal provides a dedicated 

platform for reporting cyber offences, including those targeting women and children. A specific 

category is available for reporting crimes against women and children, ensuring faster response 

and prioritization of such cases. Additionally, the cybercrime helpline (1930) offers immediate 

assistance to victims. These mechanisms aim to make reporting easier, more accessible, and less 

intimidating, especially for vulnerable groups. Another important component of digital safety 

policies is the role of specialized units and support systems. Cybercrime cells, women 

protection cells, and child protection units work together to handle complaints, provide 

counseling, and ensure victim safety. For children, institutions such as child welfare 

committees and juvenile justice systems play a role in addressing online abuse and providing 

rehabilitation. For women, support services include helplines, legal aid, and counseling centers 

that help victims cope with the psychological and social impact of cybercrimes. 

Digital safety policies also emphasize awareness and digital literacy programs. The 

government, along with non-governmental organizations and educational institutions, conducts 

campaigns and workshops to educate women and children about safe online practices. These 

programs focus on topics such as privacy settings, recognizing online threats, avoiding sharing 

personal information, and reporting abuse. Schools and colleges are increasingly incorporating 

digital safety education into their curriculum to equip young users with the knowledge and skills 
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needed to navigate the internet safely. Another key element is the regulation of online platforms 

and intermediaries. Social media companies and digital service providers are required to 

implement safety measures, such as reporting tools, content moderation, and removal of 

harmful content. Policies mandate that platforms respond to complaints promptly and cooperate 

with law enforcement agencies. Special attention is given to removing content related to 

harassment, abuse, or exploitation of women and children. However, challenges remain in 

ensuring timely action and accountability of these platforms. 

 

Future of Anti-Cyberstalking Measures 

The future of anti-cyberstalking measures in India lies in integrating advanced technology with 

strong legal frameworks. Artificial intelligence and machine learning can help in early 

detection of abusive behavior online. Strengthening international cooperation will be crucial to 

tackle cross-border offences. Upcoming data protection laws are expected to enhance user 

privacy and accountability of platforms. A victim-centric approach, focusing on support and 

rehabilitation, will also shape future policies. 

 

General Policy Recommendations 

To effectively address cyberstalking, comprehensive policy reforms are needed. These include 

stricter enforcement of existing laws, capacity building for law enforcement agencies, and 

better coordination between stakeholders. Policies should mandate quicker response times from 

social media platforms and ensure transparency in content moderation. Introducing specialized 

courts for cybercrimes and enhancing victim support services can also improve outcomes. 

Public awareness campaigns must be intensified to encourage reporting and prevention. 

General policy recommendations for addressing cybercrimes, including cyberstalking and 

online harassment, must focus on a multidimensional approach that strengthens legal 

frameworks, enhances digital literacy, and promotes responsible use of technology. 

Governments should prioritise updating cyber laws to keep pace with evolving online 

behaviours, ensuring that offences like cyberstalking, doxxing, impersonation and digital 

harassment are clearly defined and carry adequate penalties. Law enforcement agencies require 

specialised cybercrime units equipped with advanced technological tools, forensic capabilities 

and continuous training to track offenders who exploit anonymity online. Educational 

institutions and community organisations must promote digital literacy programmes that teach 

safe online practices, recognise early signs of cybervictimisation, and encourage responsible 

social media behaviour. Technology companies and social media platforms should adopt 
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stronger content moderation policies, faster complaint-redressal mechanisms, and improved 

privacy settings, while proactively monitoring and removing harmful content. Public 

awareness campaigns can help victims understand their rights, encourage reporting, and reduce 

stigma associated with cybercrimes. There must also be increased collaboration between 

governments, private tech firms, NGOs and international agencies to share intelligence, 

develop preventive strategies, and harmonise cyber regulations across borders. Finally, support 

services such as counselling, legal aid, and helplines must be strengthened to assist victims 

effectively and ensure both mental and emotional recovery. Together, these policies can create 

a safer, more resilient digital environment where individuals feel protected and empowered 

online. 

 

Activities inside Cyber Crime Cells 

Cybercrime cells are specialized units within police departments that handle digital offences. 

Their activities include receiving complaints, conducting investigations, tracking IP addresses, 

collecting digital evidence, and coordinating with internet service providers. They also assist in 

forensic analysis and prepare reports for prosecution. These cells often work in collaboration 

with national and international agencies. Despite their importance, many cells face challenges 

such as limited manpower, outdated technology, and heavy caseloads. 

 

Activities inside Women Protection Cells 

Women protection cells focus on addressing crimes against women, including cyberstalking. 

Their activities include receiving complaints, providing counseling and legal assistance, 

coordinating with police for investigation, and ensuring victim safety. These cells also conduct 

awareness programs and support rehabilitation efforts. They play a crucial role in creating a safe 

environment for women to report crimes without fear. However, their effectiveness depends 

on proper staffing, training, and sensitivity in handling cases. 

 

Awareness Programs, Training and Digital Literacy 

Awareness programs and digital literacy initiatives are essential in preventing cyberstalking. 

Government agencies, NGOs, and educational institutions conduct workshops, seminars, and 

campaigns to educate people about online safety, privacy settings, and reporting mechanisms. 

Training programs for law enforcement personnel improve their ability to handle cyber cases 

effectively. Increasing digital literacy among the general population empowers users to 

recognize and respond to cyber threats proactively. 
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Preventive Measures for Users 

Users can adopt several preventive measures to protect themselves from cyberstalking. These 

include maintaining strong passwords, enabling two-factor authentication, limiting personal 

information shared online, and using privacy settings effectively. Avoiding interaction with 

suspicious profiles and reporting abusive behavior promptly are also important steps. Regularly 

updating software and being cautious about phishing attempts can further enhance security. 

Awareness and vigilance are key to prevention. 

 

Community Roles & Civil Society Engagement 

Community participation and civil society engagement play a vital role in combating 

cyberstalking. NGOs, advocacy groups, and community organizations provide support to 

victims, raise awareness, and advocate for stronger laws. They also collaborate with 

government agencies to implement safety initiatives. Encouraging responsible online behavior 

and fostering a culture of respect can help reduce cyber harassment. Collective efforts from 

society are essential to create a safer digital environment. 

 

CHAPTER VII 

Conclusion 

The study on cyberstalking in India reveals that while technological advancement has 

significantly improved communication and connectivity, it has also created new avenues for 

harassment and criminal behavior. Cyberstalking, as a growing digital threat, affects individuals 

across age groups, with women and children being particularly vulnerable. The legal 

framework in India, including provisions under the Indian Penal Code and the Information 

Technology Act, 2000, has attempted to address this issue, but enforcement remains a challenge 

due to jurisdictional complexities, lack of technical expertise, and underreporting of cases. The 

research highlights that cyberstalking is not merely a technological issue but also a social and 

psychological problem that requires a multi-dimensional response. Institutions such as 

cybercrime cells, women protection units, and forensic labs have played an important role, yet 

their effectiveness is often limited by infrastructural and manpower constraints. Additionally, 

the role of social media platforms and intermediaries has become increasingly significant, 

though concerns remain about accountability and responsiveness. Awareness among the general 

public is still insufficient, leading to delayed reporting and prolonged victim suffering. The 

study ultimately concludes that combating cyberstalking requires a combination of strong legal 
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measures, technological innovation, institutional efficiency, and social awareness. A 

collaborative approach involving government bodies, law enforcement agencies, private 

stakeholders, and civil society is essential to ensure a safer digital environment in India. 

 

Suggestions 

Based on the findings, several suggestions and recommendations can be made to improve the 

response to cyberstalking in India. Firstly, there is a need to strengthen the implementation of 

existing laws through better training of police personnel and judicial officers in cybercrime 

handling. Specialized training programs should be introduced to enhance technical expertise in 

digital investigations and forensic analysis. Secondly, the government should invest in 

upgrading cyber forensic infrastructure and increasing the number of skilled professionals in 

this field. Thirdly, social media platforms must be mandated to respond more quickly to 

complaints and maintain transparency in their grievance redressal mechanisms. Introducing 

stricter compliance requirements for intermediaries can improve accountability. Additionally, 

awareness campaigns should be expanded to educate people about online safety, privacy, and 

legal remedies. Educational institutions should incorporate digital literacy and cyber ethics into 

their curriculum. Victim support mechanisms, including counseling services and legal aid, 

should be strengthened to ensure holistic assistance. There is also a need for better coordination 

between different agencies, including police, judiciary, service providers, and international 

bodies. Establishing fast-track courts for cybercrimes can help in timely justice delivery. Lastly, 

encouraging public participation and community engagement can play a vital role in prevention 

and early reporting of cyberstalking incidents. The increasing dependence on digital platforms 

makes it imperative to create a safe and secure online environment for all users. Special 

attention must be given to vulnerable groups, ensuring that they have access to support systems 

and legal remedies. The role of individuals is also crucial, as responsible online behavior and 

awareness can significantly reduce the risk of victimization. Collaboration between government 

agencies, private sector entities, and civil society organizations is essential to build a resilient 

framework against cyberstalking. Looking ahead, the integration of advanced technologies such 

as artificial intelligence and data analytics can enhance detection and prevention mechanisms. 

However, these must be balanced with the protection of fundamental rights such as privacy and 

freedom of expression. Ultimately, the fight against cyberstalking is a continuous process that 

requires adaptability, vigilance, and collective effort to ensure justice and safety in the digital 

era. 
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